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Izgradi svoju IQRF mrezu

1.1 Upoznavanje s komponentama u kompletu za razvoj loT-a (DS-I0T-01)

1. Stavi kutiju s UP plo¢om sa strane jer c¢eS ju koristiti za Korak 2: Instaliraj svoj IQRF pristupnik
(Gateway).

2. Otvori dvije male kutije u kojima se nalaze komponente IQRF tehnologije (DS-10T-01).

Up (@5
loT Starter Kit

D G
loT Starter Kit

&

(@ o o :
loT Starter Kit 53 s { ons A a1 190003 T

1PRINS 12D PO-LUVISSO

3. Pogledaj glavne znacajke, preklopnike (switch) i prikljucke (konetore) svake komponente.

1.1.1 Komponente IQRF mreze

U dvije kutije IQRF mreZe ¢es nadi:

Paket razvojnih Paket razvojnih Primopredajnike Programer
Prilagodnik alata DDC-SE  alata DDC-RE IQRF CK-USB
(adapter) s davacima s relejima
KON-RASP
DDC-SE DDC-RE

IQRF
transceivers

CK-USB
programmer

development kit || development kit
with sensors with relays

KON-RASP
adapter

DK-EVAL
evaluation board
with battery

DK-EVAL
evaluation board
with battery

Evaluacijsku ploca Evaluacijsku ploca
DK-EVAL DK-EVAL
s baterijom s baterijom
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e sivu kutiju koja se zove CK-USB —to je programer,

e tri crne kutije nazvane DK-EVAL — to su evaluacijski kompleti za pokretanje beZi¢nih
primopredajnika,

e jedan razvojni paket DDC-SE s tri davaca - termometar Dallas, svjetlosni senzor
i potenciometar,

e jedan razvojni paket DDC-RE s dva releja,

e (Cetiri IQRF primopredajnika za kreiranje osnovne IQRF mreze,

e jedan mikro USB kabel za spajanje CK-USB-a na racunalo,

e jedan KON-RASP prilagodnik za spajanje jednog IQRF primopredajnika na UP plocu.

1.1.1.1 CK-USB
Ovaj razvoji paket sluZi za programiranje i ispravljanje pogreSaka IQRF primopredajnika. Ovaj ¢es alat
spojiti na USB priklju¢ak ra¢unala mikro USB kabelom spojenim na XC3 priljucak.

SW1 i SW2 su tipkala za odabir nacina rada USB-a, a imaju i druge namjene. Detalje o njima moZes nadi
na poveznici:

https://www.igrf.org/products/development-tools/development-kits/ck-usb-04a

Vin
Vour
C2
GND
+3.3V
C1
C5
C6

Cc7
cs

Sw1

sSw2

Pazi: IQRF primopredajnik se moze ukljuditi / iskljuditi iz SIM prikljucka isklju¢ivo kad je isklju¢en sa
napajanja. SIM priklju¢ak nije ukljucen na napajanje kada se pritisne tipkalo SW2. Pritisni ga i drzi uvijek
kada ukljucujes IQRF prmopredajnik ili kada ga iskljucujes iz SIM prikljucka CK-USB-a.



https://www.iqrf.org/products/development-tools/development-kits/ck-usb-04a
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1.1.1.2 DK-EVAL

Ovaj se razvojni paket napaja iz internog akumulatora (baterije) ili iz vanjskog izvora napajanja preko
mikro USB priklju¢ka XC3 koji sluZi i kao punjac. Punjenje se signalizira crvenom LED3 lampicom.
Akumulator (baterija) se treba odrzavati punom. Punjenje traje do 8 sati kada je baterija prazna.
MoZe se koristiti utor za napajanje

(https://www.igrf.org/products/accessories/power-supplies/dk-pwr-01) tako da se mogu puniti sve
baterije odjednom.

Primopredajnik TR se napaja kada je uklju¢en premosnik JP1.



https://www.iqrf.org/products/accessories/power-supplies/dk-pwr-01
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SW1 je korisnicko tipkalo spojeno na uti¢ni nastavak primopredajnika C5. Ovdje ¢emo ga koristiti za
spajanje (dodavanje na mrezu) kroz slijedece korake.

SW2 je tipkalo za resetiranje. Primopredajnik se iskljucuje s napajanja kada se pritisne tipkalo SW2.
XC3 XC1

VIN
n.c.
Cc2
GND
VBAT
C1
C5
C6
c7
c8

SwWi1

SW2

o=
o=
=
o
=
-
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o=
e

o0
-1
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p LIRS

-
1
[
"
8
£
9

KR
b Asn

JP1

DK-EVAL-04A
Vv 1.01

Pazi: Tipkalo SW2 mora$ drzati stisnuto kad god ukljucujes ili iskljuéuje$ primopredajnik na/sa SIM
priljukcka.

Detalie o ovom alatu mozes nadi ovdje: https://www.igrf.org/products/development-
tools/development-kits/dk-eval-04a.
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1.1.1.3 Primopredajnik IQRF

TR-72DAT (inacica primopredajnika IQRF s temperaturnim senzorom i ugradenom antenom) je
obitelj modula za primopredajnik IQRF koja radi na 868 MHz i u frekventnom pojasu ISM na 916 MHz
za koji nije potrebna licenca. To je visoko integrirani model koji se odmah moze koristiti i koji sadrzi
MCU (viSespojnu upravljacku jedinicu), RF strujne krugove, ugradeni LDO regulator napona, serijsku
EEPROM memoriju, temperaturni davac ili senzor i ugradenu anteni.

Primopredajnik
IQRF

IQRF
Transceiver

Pritisni tipkalo SW2 (tipkalo za resetiranje) na CK-USB-u ili DK-EVAL-u i drZi ga pritisnutog kad god
ukljucujes$ primopredajnik IQRF na ili ga iskljuc¢ujes$ sa SIM prikljuc¢ka. Pazi da primopredajnik IQRF

prikljucis na CK-USB ili DK-EVAL u ispravnom smjeru (antena mora biti izvan SIM prikljucka).
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1.1.1.4 DDC-SE
Paket za ugradnju davaca ili senzora sadrzi potenciometar za mjerenje napona, foto otpornik za
mjerenje jakosti svjetla i temperaturni davac Dallas 18B20. Prikljuci uti¢ni nastavak 1 i 2 na premosnik i
odaberi vrijednosti koje ¢e se ocitavati sa senzora Dallas 18B20. Priklju¢i DDC-SE na DK-EVAL da se
napuni i da se s njega mogu Citati vrijednosti preko primopredajnika IQRF. Kompatibilan je i s drugim
paketima za montaZzu serijski povezanih naprava (DDC - Development Daisy Chain).

Prikljuci prikljuéne nastavke 1i 2 Potenciometar za mjerenje

da pokrenes Dallas napona

Connect pins
land2to
enable Dallas

Potentiometer
for voltage
measurement

Photoresistor
for light intensity
measurement

Dallas
temperature
sensor

Temperaturni davac ili senzor Dallas
Foto otpornik za mjerenje
jakosti svjetla

1.1.1.5 DDC-RE
Paket za ugradnju releja sadrzi dva bistabilna releja. Prikljuci taj alat na DK-EVAL da se napuni i spoji ga
s primopredajnikom IQRF da bi mogao upravljati relejima. Kompatibilan je i s drugim paketima za
montaZzu serijski povezanih naprava (DDC).

Dva bistabilna releja

Two
bistable
relays
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1.1.1.6 KON-RASP
Ovo je adapter za prikljucivanje beZi¢nog primopredajnika IQRF na UP plocu. PobliZe je opisan u 2. dijelu
— Pristupnik IQRF.

Adapter KON-RASP

KON-RASP
adapter

\ /

10
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1.2 Formiraj mrezu IQRF

1.2.1 Instalacija IQRF IDE programa
Ako jos nisi, preuzmi paket za pokretanje s poveznice www.igrf.org/support/download i instaliraj

najnoviju inacicu programa IQRF IDE. Postoje dva paketa za preuzimanje — paket za pokretanje IQRF-
a i program IQRF IDE, a ti trebas instalirati IQRF IDE.

((((QBF® Technology Home  About  Technology Products Sales

N

Technology for wireless

Connecting devices to |oT via wireless mesh networks

. Horne » Support » Downloads
Video tutorials
- Downloads
How to start - 1st design

Search in Downloads Q

Code examples
Baslc materials Brochures
Application notes . .
) IQRF Quick start guide

MID cloning ) Pricelist

) IQRF Technical Guide
) IQRF Tech leaflet

£ IQRF Startup package, OS v4.03D for TR-7xD ) IQRF Low power leaflet

¥ Basic materials

P Brochures

» Operating system

» Development / service SW
P Transceivers

» DPA

» Communicaticn protocols
P Gateways

¥ Routers

P End devices

» Development kits

P Development sets

P Accessories

» Archive

» Archive

Operating system
) IQRF OS v4.03D User's guide for TR-7xD

) IQRF 05 v4.03D Ref. guide for TR-7xD

» Archive

Development / service SW

[ 1QRF IDE v4.49

£3 IQRF IDE Command v1.02

@ IQRF Code specification and encoder/decoder

LI IQRF USB drivers - Custom and CDC

» Archive » More

Transcelver modules

) TR-72D datasheet

) TR-76D datasheet

DPA

) DPA Framework Technical guide v3.03

U paketu za pokretanje, u direktoriju Examples/DPA/loT-Starter-Kit-01 ¢e$ nacdi datoteku

StarterKit-01-demo.

Dva put klikni na datoteku i pokrenut ¢es IQRF IDE sa svim potrebnim datotekama.

<« |[QRF_0O5403_7xD » Examples » DPA » loT-StarterKit-01

Ime

=| 'ReadMe
| DPA-config

s

| | DPA-macros_181017.igrfmer
[ 1eT-Starterkit-01-demo.igrfprj

2018 00:48
2013 00:48
2018 00:48

2018 00:43

(=) (=] ra
== =]

[l

w Preisdi loT-5tarterkit-01

Datum spremembe  Vrsta

Besedilni dokument
Dokument XML
Datoteka IQRFMCRE
Datoteka IQRFPRJ

Napomena: IQRF IDE okruZenje je ispitano za Windows 10, Windows 8.x, Windows 7 i za Vistu.
Instalacija Windowsa na virtualno racunalo nije ispitana, te se stoga ne preporucuje. Za rad IQRF IDE-a
je potrebna barem slijedeéa konfiguracija:

11
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e Procesor kompatibilan s PC-em koji radi na 1 GHz ili na visoj frekvenciji

e Memorijaod 512 MB
e Prostor na tvrdom disku od 30 MB

e 1 USB prikljucak

=

Lp!

e Vista, Windows 7 (32 bitni, 64 bitni), Windows 8.x (32 bitni, 64 bitni), Windows 10 (32 bitni,

64 bitni)

e Internet Explorer 7.0 ili noviji ili drugi odgovarajuci preglednik za pomo¢

1.2.2 Cvorovi IQRF

1.2.2.1

Cvor #1 - spojen na davace

Drzi pritisnuto tipkalo SW2 (tipkalo za resetiranje) na CK-USB-u uvijek kada prikljuéujes

primopredajnik IQRF na ili ga iskljucujes sa prikljucka SIM. Priklju¢i programer CK-USB na svoje

racunalo (na donjoj je slici oznacen crvenom kucicom) i ukopcaj prvi primopredajnik.

Eile

Project * 0 x Terminal v 0 x E
& ToT-StarterKit-01-demo =
= TR Medule Terminal Mode: Terminal ~ SPITest  DPA Test g
. TR-72Dx (05 4.030) g
+.[7] DPA version: 3.x r D":“ to send K-
\
| At Upiad NADR PNUM PCMD  HWPID PDATA i
0] R Frogramming 0000 [n|i2) 00 g[z oo[n|sl FFF[HS |~ |send || % £
& [ Source = [0/56]
® [ 0002 Docseote [ Auto Repeat 10 - x100ms =
02_BinaryOutput-Template. ¢ vi
[] &) Output HEX 4 Macros
E [ i Plug-ins
[] HWP-Coordinator-STD-SPI-7xD-V303-181025.iq| [0 send Macro Directly
HWP-Node-STD-7x0-V303-181025.igrf
g ode-STO-7x ar Coordinator | Node | 0S, Peripheral info | Memories | /O pins | Temp, UART, SP1| FRC | LED | Autonetwork embedded | IoT Starter KIT
= [ [£] TR Configuration
~@ (y DPA-config i Get number of Nodes Get bonded Nodes | Get discovered Node~ Authorize bond
[= & Important Files
5] Quick_Start_Guide_IQRF_181018 paf Bond new Node Remove bonded Nod~ Re-bond Node Clear all bonds
;j Tech_Guide_DPA-Framework-303_181025.pdf Run di Set ho DPA testi DPA f
; un discover rams: testi rams: normal
ﬁ IQRF Standard Manuals.url uld ps pa g pa
IQMESH Network Manager v o x
_ 5 = )8 =) T . - File: | ¥ !
Coordinator Address: 0 3 (@) # |4 @l = 4] |5 T 8 - Fe: none HE OB ®R
2 control 1 map view (7] Table view
~
?.k IQMESH Bonding
Local  Remote  Smart
24y DPA Params
Address: 1 Auto address Bond Node
& Backup
Only in Coordinator ~ Unbond Hode | Clear All Bonds Rebond Node
Jb Upload
Discovery
TR Confi
! 9 { TX power: 5 Max. Node address: 239 = Discovery ‘
“4, Maintenance
Nodes Info
( Bonded Nodes: 0 ‘
< > h

Edit View Project Progamming Debug USEDevice Tools Window Help

Rl P | @ DBV LABG D B2 DK | v

09,

1B Documents . CATS Service Tools B8 Terminal Log. [ sl ia g

Module ready - communication mode

Klikni dva puta na konfiguraciju s lijeve strane. Ne mijenjaj odabrani kanal 52 jer ¢e svi uredaji koje
spojis na mrezu isto tako biti postavljeni na kanal 52.

12
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1 [2) source < [0/56]

@ [ 0002_boCSE01 ¢ [ Auto Repeat 10 -2 x 100ms

O [ 0c02 8 fput-Template.c

[ ) output HEX  Macros TR Configuration

= [ B Plug-ins N p -

[] HiP-Coordinator-STD-SPL7xD-V302-181025.1af| -] Send Macro Directly —— - File: DPA-config - _T' H g u Q DPA version: 3. v

HINP-Hode STD-7xD-V303-181025 jarf P

= Smm"ﬁgmm“ Coordinator | Node | OS, P 0s HWP ) security Description r KT

O/ T Get number of Nodes [ RF RFPGM
= & Important Files O

Enable after reset

[5) Quick_Start_Guide_IQRF_181018.pdf Bond new Node RF band

5] Tech_Guide_DPA-Framework-303_131025.pdf e —— Termination after ~1 minute

£ IGRF Standard Wanuals.url SRR : ‘ermination by MCU pin

RF channel B: Dual channel
L mode
Incorrect upload *
i work Manager
Coordinator Address: 0 | - TR Peripherals 1 Valua from 620 67 (868 Mz band) alowed oy || ) ST S
s A P
Thermometer LI
< Cantral Map Vi
ot 3 oo View External EEPROM * 2 Value from 189 to 255 (916 MHz band) alowed
only for TR-7xD with IQRF OS 3.08D or above. Q
B avesH Bonding

3 Value 16 (433 MHz band) alowed only for
TR-7xD with IQRF 05 3.08D or above.

kg oPA Params

4 Used at RFPGM only.

s
Read .

@ Backup e

[y upload Default IDﬂwnload Upload I Close I

® TR Confi =

€} TRConfig ( X power: 5 Max. Node address: 239 = Discovery

Na tabulatoru DPA omoguci koristenje Custom DPA Handler-a jer ¢e$ ga ucitati u primopredajnik
tijekom slijedecih koraka.

TR Configuration x
File: DPA-config @ NPEA u Q DPA version: 3.0 ~
os HWP @ Security Description

- Embedded peripherals ~ RF
10 TX power:
¥
THERMOMETER e
CJuarT
FRC LP RX timeout:

Lesg RF channel 2nd network:
[Jsp1
Alternative DSM channel: 2
- DPA rf: - Other

UART interface baud rate: (3600 Bd

[ Hode DPA interface

Custorn DPA Handler

[J10 Setup

[ Autoexec

[ Routing off

[ Allow peer-to-peer

[ stay awake when not bonded *

L yalid only for DPA 3.03 or higher.
%506 05 tab note 1, 2, 3.

Na tabulatoru Security moZes postaviti svoju pristupnu zaporku. Ne zaboravi da se ista pristupna
zaporka mora konfigurirati na sve uredaje tvoje mreze ukljucujuci i koordinator. Korisnicki klju¢ sluzi
za Sifriranje izborne kolicine korisnickih informacija, ali to sada ne¢emo koristiti.

13
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File: ;)PA—oonﬁg <;:I _'T)' H E u Q DPA version: 3.0 ~

0S HWP & Security Description

] Access P; d

Format: |ASCII

Value: |IIII‘IIIIIIIIII e )

Password strength: Strong 14/16

] User Key

Format: |ASCIT

Value:

0/16

! Blank entry leaves the value default. [] show passwords
For upload only.

Spremi konfiguraciju klikom na gumb Save (spremi) i zatvori je.

Zatim odaberi ukljucivanje ¢vora (Node plugin - HWP-Node-...) tako da omogucis primopredajniku da

podrZi protokol i znacajke DPA-a.

= 4 Plug-ins
[] HWP-Coordinator-STD-5P-7xD-\303-181025.igrf
HWP-Node-STD-7xD-V303-181025.igrf .

El [] [£] TR Configuration

14



Co-funded by the
Erasmus+ Programme
of the European Union

—
)
iy

Custom DPA Handler se koristi za prilagodavanje primpopredajnika korisniku. U DDC-SEQ1.c Custom
DPA Handler “c file” ¢e$ naci izvorni kod koji je napisan prema standardu interoperabilnosti za IQRF.
Za sastavljanje izvornog koda, klikni na Build button ili pritisni tipku F10.

‘fllz Edit View Project Programming Debug USBDevice Tools Window Help

Bl I PE, | @& @, DIV VLA GHE | B DD R | over ovnams

0C02_BinaryOutput-Tempiate.c
[] B4 Output HEX
= [ ) Plug-ins
[] HWP-Coordinator-STD-SPHTX0-Y303-181025 iarf

Froject > 1 x
&% ToT-StarterKit-01-demo
El TR Module Terminal Mode: Terminal ~ SP1Test  DPA Test
i TR-72Dx (05 4.03D)
DPA version: 3.0¢ "] 0002_DDC-SEDT.c - Beleznica - ] ®
[ Auto upload Datoteka Uredi  Oblika Pogled Pomoé
“.[] RF Programming |//
a8 D Source // Custom DPA Handler code example - Standard Sensors - DDC-SE-@1 =
i@ [] 0002_DDC-SED1 c 7

// Copyright (c) IQRF Tech s.r.o.
/"

// File: $RCSFile: @002 _DDC-SE@1.c,v $
// Version: $Revision: 1.19 §

*-[#] HWP-Node-BTD-7x0-V303-181025 iarf // Date: $Date: 2018/1@/25 ©9:51:28 $
= [ (4] TR Configuration I
i@ @ DPA-config:xml // Revision history:
[ %& Important Files //  2018/10/25 Release for DPA 3.03
i[5 Quick_Start_Guide_IQRF_181018.pdf /7 2017/11/16 Release for DPA 3.€2
. [&] Tech_Guide_DPA-Framework-303_181025.pf // 2017/@8/14 Release for DPA 3.81
\.#5° 1QRF Standard Manuals.uri /"

// Online DPA documentation http://wwi.iqrf.org/DpaTechGuidef

// This example implements 4 sensors according to the IQRF Sensors standard

// 1st sensor is on-board TR temperature sensor.

// 2nd sensor is either Dallas 18820 or MCP98@2 temperature sensor at DDC-SE-@1 board (according to the HW jumper p
// 3rd sensor is light intensity indicator at DDC-SE-81 board (value range is B[max light]-127[max dark]).

// 4th sensor is potentiometer value at DDC-SE-81 board (value range is B[left stop]-127[right stop]).

// Default IQRF include (modify the path according to your setup)
#include "IQRF.h"

// Default DPA header (modify the path according to your setup)

#include "DPA.h"

// Default Custom DPA Handler header (modify the path according to your setup)

#include "DPAcustomHandler.h™ v
< >

Provjeri da li si odabrao (odabrala) sve tri datoteke - datoteku HEX za DDC-SEQ1 Custom DPA
handler, Node hardware profile (profil sklopovlja ¢vora) i configuration (konfiguracija). Ucitaj
odabrane datoteke koristeéi gumb za ucitavanje ili Upload button ili pritiskom na tipku F5.

|Eiie Edit View Project Programming Debug USB Device Tools Window Help

S ¥ @ & DIV IV LAG P

Project
& ToT-StarterKit-01-demo
= TR Module Terminal Mode: Terminal ~ SPI Test  DPA Test
- TR-72Dx (05 4.030)
- [=] DPA version: 3.3 Data to send
[ Auto Upload {'NADR PNUM PCMD  HWPID
[ RF Programming 0000 |42 00 H|2! 00lH FFFF 4| =
=[] Source
-@ 0002 DDC-SED1 [] Auto Repeat 10 x 100ms
4 Macros
B i Plug-ins [] Send Macro Directly
HWP-Coordinator-STD-SPR7=D-V303-181025.igrf .
-4 4 Coordinator | Node | OS5, Peripheral info | Memories

] HWP-Node- P 5.igr
HWP-Node-STD-FxD-W303-181025.grf
=] [#] TR Configuration

Get number of Nodes Get bonded Nodes
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Za sigurnu zamjenu primopredajnika, pritisni tipkalo za resetiranje (SW2) na svom programeru i
drZi ga stisnutog. Sada makni spojeni primopredajnik i stavi ga kraj kompleta za davace.

XC3 XC1

ViN
Vout
C2
GND
+3.3V
C1

C5
C6
C7
C8

E
=
=
-
=

-
o
-
-
o=
[
-~
o=

Bsse

Reset button

Tipkalo za resetiranje

1.2.2.2 Cvor #2 - prikljuéen na releje

Umetni drugi primopredajnik. Zadrzi istu konfiguraciju i isti sklopovni profil. Sastavi BinaryOutput
Custom DPA Handler koji je projektiran za upravljanje uredajima releja i ucitaj te tri datoteke u drugi
primopredajnik.

File Edit View Project Programming Debug USB Device Tools Window Help
DA Y GG DSV VLA S B DD R oeson ovareamg
Project o TR Configuration x -

& ToT-StarterKit-01-demo

= TR Module File: DPA-config (',:I J‘ H g u Q DPA version: 3.0t ~

.. TR-72Dx (05 4.030)

DPA version: 3. 05 HWP @ Security Description —
[] Auto Upload ~ Embedded peripheral ~ RF
. DD RF Programming EEPROM 10 TX power: 7 =
Source
® [3 0002 poc-seot ¢ EEEPROM THERMOMETER o filter
9] 0C02_BinaryOutput-Template.c RAM JuarT E
= Output HEX LEDR ] FRC LPRX imeout: 6 |5
(@) 0002_DDC-SE01.hex —
g g Plug-ins <E2E RF channel 2nd network: :
: SP1
[] HwP-Coordinator-STD-SPITxD-V303-181025.igrf O P T 2 —
HWP-Node-STD-Tx0-W303-181025 igrf gutions
=] TR Configuration kze bo
@ © DPA-configxml — DPA Interface — Other -
& & Important Files UART interface baud rate: 9600 Bd - Custom DPA Handler all boru
|5 Quick_Start_Guide_IQRF_181018 pdf n =
e i == 10 Setup -
[5| Tech_Guide_DPA-Framework-303_181025. pdf [ Node DPA interface - = ™
. IORF Standard Manuals.url G .
[ Routing off
*vaid only for DPA 3.03 or higher, [ Allow peer-to-peer
2
See OS5 tab note 1, 2, 3. [ stay awake when not bonded *

16



Co-funded by the P
L)

Erasmus+ Programme o
of the European Union 9 ”Fl

1.2.2.3 Cvor #3 - pojacalo signala
Da bi zamijenio primopredajnik na siguran nacin, pritisni tipkalo za resetiranje (SW2) na svome

programeru i drzi ga pritisnutog. Zamijeni drugi primopredajnik tre¢im. Taj ¢e primopredajnik raditi

samo kao pojacalo signala, pa nece sadrzavati nikakav Custom DPA Handler. Makni kvacicu iz kuéice
za DPA Handler na konfiguracijskom prozoru. Ne mijenjaj niti jedan drugi parametar. U itaj
konfiguraciju i sklopovni profil €vora u primopredajnik. Ovdje ne ucitavaj nikakvu HEX datoteku.

Gumb za ucitavanje

i.“ loT-StarterKit-01-demo [Edit] - IQRF IDE 4.44
File Edit View Project Programming

Project

& loT-StarterKit-01-demo
-1 TR Module
& TR-72Dx (0S 4.02D)

;J _PHE u Q DPA version: 3.XX v

Upload button

DPA version: 3.01 0s DPA @ Security Description
Auto Upload

D uto Uploa . Embedded peripheral - : =i

[T] RF Programming
= [ Source (/] EEPROM M1o TX power: 7 B

O [£) 0002_pDC-SE01.c EEEPROM THERMOMETER e

@® [£] 0c02_BinaryOutput-Template.c RAM [JUART i
=1 [] b% Output HEX o LP RX timeout:

(O 0002_DDC-SE01.hex . LJFre

(® 0C02_BinaryOutput-Template.hex LEDG RF channel 2nd network: |42 .
= 4 i Plug-ins [ spr Uncheck the . 2

[] HWP-Coordinator-STD-SPL7xD-V301-1 /JNode haviforarerpraiie Custom DPA Handler I

HWP-Node-STD-7xD-V301-170814.iqrf =

DN

= [T TR Congaranon

- - y
@® @ DPA-config.xml Configuration J}au drate: |96008d | | [] custom DPA Handler

|10 Setup
| l [J Node DPA interface \

M Avkanva-
Konfiguracija Sklopovni profil évora ~ Makni kvacicu iz ku¢ice Custom DPA Handlera

1.2.3 Kooridnator IQRF-a

Da bi zamijenio primopredajnik na siguran nacin, pritisni tipkalo za resetiranje (SW2) na svome

programeru i drZi ga pritisnutog. Sada izvadi treéi primopredajnik i umetni posljedniji koji ¢e raditi

kao koordinator.

Na konfiguraciji omogudi komandu brzog odgovora, odnosno FRC - Fast Response Command koja
se koristi za brzo prikupljanje podataka. To je popratni uredaj koordinatora, tako da ga nema
smisla aktivirati u ¢vorovima. U koordinator ne¢emo ucitavati nikakav Custom DPA Handler, pa
ga nema potrebe niti aktivirati. Spremi konfiguraciju i zatvori je.
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| Fle Edit View Project Progrsmming Debug USBDevice Tool Window Help

A e @

@ VDSBU LA B B2 DR | owmororaeen

g

e il TR Configuration
& IoT-Starterkit-01-demo .
5 TR Module ' File: DPA-config P A B L oeaversion: 3¢ -
.4 TR-72Dx (05 4.030)
. DPA version: 3.xx 0s HWP @ Security Description E
[ Auto Upload _ Embedded nedoh e
L rFR i =
e B SDD roarammng EEPROM 0 TX power:
urce
~® [ oooz_oocseonc EEEPROM THERMOMETER T
© [£) 0c02_BinaryOutput-Template.c RAM [JuART |
=[] ) Output HEX LEDR FRC LP RX timeout:
(@ 0002_DDC-SE01.hex LEDG
=] ) Plug-ins = RF channel 2nd network:
HWP-Coordinator-STD-SP-7xD-V303-181025.iarf T B Sk 2 ——
[ HWP-Hode-STD-7xD-V303-181025.iqrf —
=] TR Configuration B hon
(@ & DPa-config xml - DPA - Other E
= i@ Important Files UART interface baud rate: [9500Bd  ~ [] Custom DPA Handler Wl bonds
D E
51 Quick_Start_Guide_IORF_181018.paf Oo setup g
[5/] Tech_Guide_DPA-Framework-303_131025 pdf [JNode DPA interface O E
£ |QRF Standard Manuals.url SRR =
[] Routing off

* vald only for DPA 3.03 or higher.
?See 05 tab note 1, 2, 3.

[ Allows peer-to-peer
[ stay awake when not bonded *

Odaberi sklopovni profil koordinatora i konfiguraciju i ucitaj ih.

—
)
iy

Gumb za ucitavanje
Sklopovni profil koordinatora
5. loT-StarterKit-01-demo [Edit] - IQRF IDE 4.44

File Edit View Project Programming

ddd) I r e

Project
& loT-StarterKit-01-demo
= TR Module
& TR-72Dx (0S 4.02D)
DPA version: 3.01
[] Auto Upload
[] RF Programming
= [£) Source
O @ 0002_DDC-SE01.c
® 0C02_BinaryOutput-Template.c
= [] B4 Output HEX
O 0002_DDC-SE01.hex
(@) 0C02_BinaryOutput-Template.hex

—

= <4 Plug-ins

Upload button

Coordinator hardware profile

= [ [£] TR Configuration

I@ @ DPA-config.xml

Configuration

Konfiguracija

Sad si pripremio koordinator, pa ga ostavi priklju¢enog na svoje racunalo preko programera.

18



Co-funded by the A
L)

Erasmus+ Programme o
of the European Union 9 ”FI

1.2.4 Povezivanje i otklanjanje ¢vora

Dodavanje ¢vora na mreZu se zove povezivanje (bonding). Otklanjanje ¢vora s mreZe se zove
unbonding ili skidanje ¢vora s mreze.

Za zamjenu primopredajnika na siguran nacin, pritisni tipkalo za resetiranje (SW2) na evaluacijskoj

plodii drzi ga pritisnutog. Stavi pripremljene primopredajnike u evaluacijske ploce i ukljuci ih pomdéu

premosnika.
Ukljuci pomocu premosnika IQRF-ov primopredajnik

L Switch ON with jumperj

IQRF
Transceiver

Gumb za resetiranje

Ako crvena LED lampica na IQRF-ovom primopredajniku bljeska, to znaci da nema pohranjenih
podataka o prethodnom povezivanju. Ako to nije tako, moras skinuti ¢vor s mreze. To ¢emo ovdje
napraviti ru¢no.

1.2.4.1 Otklanjanje ¢vora s mreZe (unbonding)

Cvor moze$ skinuti s mreZe pomocu slijedeée procedure: pritisni i gumb za resetiranje (SW2) i korisnicki
gumb (SW1) na evaluacijskoj ploci, te otpusti gumb za resetiranje. Sada ¢e zelena LED lampica svijetliti
1 sekundu. Kada se ugasi, imas pola sekunde da otpustis korisni¢ki gumb. Ako crvena LED lampica pocne
bljeskati, tvoj je ¢vor uspjesno skinut s mreze.
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Korak 1 Korak 2 Korak 3
- drZi oba gumga stisnuta - otpusti gumb SW2 - otpusti gumb SW1 ¢im se
- svjetli zelena LED lampica ugasi zelena LED lampica (u
roku od 0,5 s)
- crvena LED lampica bljeska
10s
Step 1 Step 2 Step 3
- hold both buttons - release the SW2 button - release the SW1 button as soon
- green LED lights as green LED turns off (within 0.5 s)
- red LED is blinking for 10 s
XC3 XC1 XC3 XC1 XC3 XC1

VIN
n.c.
Cc2
GND
VBAT
C1
C5
Cé6
Cc7
c8

[¢]
@
]

L 38 228 2L 28 28 28 2L 2L+

pJLALENS

-
o
o=
o
-
o
o
=
-
o

i 3@

AEE ek
ce
\-\-hcc
Parra B
1
e
Paens D
p L ALY

JP1 JP1 JP1

Kad ti sva tri ¢vora budu spremna, izbrisi sve preostale podatke o povezivanju iz koordinatora. Klikni
gumb Clear All Bonds (ocisti svo povezivanje) na tabulatoru IQMESH Network Manager — Control.

IGMESH Network Manager

Coordinator Address: 0 ﬂ%’ ’ ‘ w)\\__ 3)\\._ :)\\_,

15/ R - i one

2k Control 2 Map View i '] Table View
?.".h IQMESH - Bonding
Local Remote Srriart
4+ DPA Params
Address: 1 - Auto address Bond MNode
a Backup
Only in Coordinator ~ Unbond Mode Clear All Bonds Rebond Node
% Upload
— Discovery
™ TR Confi = =
o) : TX power: 5 = Max. Node address: 233 -2 Discovery
‘{‘? Maintenance
~ Nodes Info

Bonded Nodes: 0
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1.2.4.2 Povezivanje (bonding)
Sada izgradi svoju beZi¢nu mrezu. Klikni na gumb Bond node (povezi ¢vor)i aktiviraj koordinator
koji ¢e Cekati novi zahtjev za ¢vorom.

File Edit View Project Programming Debug USBDevice Tools Window Help

Badd I FE | &S DIV LLAGDE | | DD R oo -

Project * 3 X Terminal
&% IoT-StarterKit-01-demo
E TR Module Terminal Mode: Terminal ~ SPITest  DPA Test
|4 TR-72Dx (05 4.030)
-.[] DPA version: 3.03 - Data to send
i -fNADR PNUM PCMD  HWPID PDATA

i.[] Auto Upload
*..[]] RF Programming
= [£] Source

0000 |1 =) 00/p|= 00n 2l FRFF[H |2

@ [£] 0012 onc-sent.c [ Auto Repeat 10 -2 x 100ms
QO [£] vcoz_BinaryOutput-Template.c
£ [] &%l Output HEX o [TEwTT
“- (@ 0002_DDC-SE01.hex
5[] ) Plug-ins - send Macro Directly

- HWP-Coordinator-STD-SPH7xD-V303-181025 igrf

(] HIWE-Hoce ST 740 V303-181025 ot Coordinator | Mode | OS, Peripheral info | Memories | I/O pins | Temp, UART, SFI | FRC | LED | Autonetwork embedd

5[] [2] TR Configuration Get number of Nodes Get bonded Nodes Get discovered Node~ Authorize bond
(O] Y DPA-config xml >
= & Important Files Bond new Communication in Progress J Clear all bonds
.. [B)| Quick_Start_Guide_IQRF_181018.paf T ] PR . 3
@ Tech_Guide_DPA-Framework-303_181025.pdf Un QIS8 g Bonding to address: Auto params: norma

+. 4 IQRF Standard Manuals.url

Processing

IQMESH Network Manage

Coordinator Add *1 - File: none
4 control 12 Map View 1] Table View
EL 10MEsH - Bonding

Local Remote  Smart
;é;j DPA Params

Address: 1 = Auto address Bond Node
\.a Backup
Only in Coordinator Unbond Node Clear All Bonds Rebond Node
% Upload
[~ Discovery

@ TR Config

% Maintenance

TXpower: 5 5|  Max. Nodeaddress: 239 - Discovery

Nodes Info
[ Bonded Nodes: 0

Tijekom ovog perioda od deset sekundi, pritisni korisnic¢ki gumb (SW1) na evaluacijskoj ploci na kojoj
je primopredajnik konfiguriran za komunikaciju s kompletom davaca.
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& Macros

—
o
eup

~[] send Macro Directly

Get number of Nodes Get bonded Nodes

Get discovered Node~

Coordinator | Node | 05, Peripheral info | Memories | I/O pins | Temp, UART, SPI | FRC | LED | Autonetwork em

Authorize bond

Bond Communication in Progress

A " Assigned address: 1

Clear all bonds

DPA params: normal

2k Control 7 Map View £ ] Table View
e 1oMESH Bonding
Local Remote  Smart
‘Ll} DPA Params
Address: 2

Auto address

Bond Node

@ Backup

Only in Coordinator

Unbond Node

Clear All Bonds Rebond Node

I_;fb Upload

Discovery
@ TR Config (

PoveZi primopredajnik s Custom DPA Handler-om za komunikaciju s relejima kao ¢vor broj 2
primjenjujuci istu proceduru. Posljednji ées primopredajnik povezati kao broj 3.

Klikni na gumb osvjezi (Refresh) (zaokruZene strelice) na vrhu prozora IQMESH Network Manager.
Sada ces vidjeti trenutnu mreZu na pregledu mape Map View.

IGMESH Metwork Manager

Bi Documents . C

1.2.5

Coordinator Address:

& Control

Tones:

$ Map View D Table view

0 Bonded Nodes: 2 Discovered Nodes: 0 View: VRN

Zone

e Tools E Terminal Log $ IGMESH Network Manager

D9 QRQ Q[ YR re:none

E
X

Dodavanje DDC kompleta

~ [ Selective FRC

Prikljuci ¢vor broj 1 na komplet davaca, a ¢vor broj 2 na komplet releja. Prikljuci uticne nastavke
1i 2 na komplet davaca s premosnikom i odaberi temperaturni davac Dallas.
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Prikljuci uti¢ne nastavke 1i 2 i aktiviraj Dallas

Connect pins
land 2to
enable Dallas

1.2.6 Otkrivanje (Discovery)
Sada postavi ¢vorove u njihov krajnji poloZaj i pokreni otkrivanje (discovery). Otkrivanje (discovery) ¢e
automatski postaviti topologiju usmjeravanja (routing topology) mreze.

Komunikacija se uspostavlja

Otrkivanje (discovery) (Otkriveni ¢vorovi: 2)

Communication in Progress

w" Discovery (Discovered Nodes: 2) _

IQMESH Network Manager

Coordinator Address: ¢ =

2k Control 1 Map View
?‘ak IQMESH - Bonding
Local Remote Srmart
4 DPA Params
Address: 2 = Auto address Bond Mode
@ Backup
Only in Coordinator Unbond Mode Clear All Bonds Rebond Mode
e Upload
~ Discovery
® TR Confi - .
@ 9 TX power: 5 = Max. Mode address: 239 -2 Discovery
*‘\\9 Maintenance
~ Nodes Info
Bonded Modes: 2 <1,2»

. Documents = ice Tools B Terminal Log $ IQMESH Network Manager _

Ponovno provjeri pregled mape Map View. Otkriveni ¢e ¢vorovi imati virtualne adrese usmjeravanja
(routing address) i bit ¢e oznaceni plavom bojom.
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IGMESH Metwork Manager

Coordinator Address: 0 © (&) ¥ & @ @ 1 & U1 - Fe:none HEHA 2 ®

& Control :$ Map View D Table view

Zones: 1 Bonded Nodes: 2 Discovered Nodes: 2 View: VRN ~ [ Selective FRC

Zone

1.2.7 Ispitaj beZicnu komunikaciju

1.2.7.1 Registar prikljucka (Terminal log)
Idi na registar prikljucka ili Terminal log koji se nalazi na dnu IQRF IDE-a pokraj IQMESH-ovog
upravlja¢a mrezom ili Network managera i izbrisi trenutni popis.

Terminal Log - x
View: [ LastRecord Warker | Separator: []Horizontal [ Vertical Data Displaying [ ENEEEE b4
| une | Tme | Rxmx| Lengtn | Data HEX DPAMe... | Error NADR PNUM | PCMD |

1 [22:07:09.270 | Rx 20 | 00.00.FF.3F.00.00. 80.00.02.03. 00. FD. 26. 00. 00. 00. 00. 00. 00. 0L. Asynchronou 0x00 Coordinator| OxPF Peripheral enumeration| 0x3 Peripheral enumeration

2 00:25:06. 837 Rx 20 00.00.FF.3F.00.00.80.00.02.03.00.FD.26.00.00.00.00.00.00.01. Asynchronou 0x00 Coordinator| 0xFF Peripheral enumeration| 0x3F Peripheral enumeration

3 |00:25:32.537  Rx 20| 00.00.FF.3F.00.00.80.00.02.03. 00.FD. 26. 00. 00. 00. 00. 00. 00. 01. Asynchronou 0x00 Coordinator| OxFF Peripheral enumeration| 0x3F Peripheral enumeration

4 [00:25:42.333 | Rx 28 | 00.00.FF.3F.02.00.80.00.02.03. 01. FD. 26. 00. 00. 02. 00. 01. 00. 01. 00. 00. 00. 00. 0| Asynchronou 0x00 Coordinator OxFF Peripheral enumeration| 0x3 Peripheral enumeration

5 |00:26:40.843  Rx 28 | 00.00.FF.3F.02.00.80.00.02.03. 01. FD. 26. 00. 00. 02. 00. 01. 00. 01. 00. 00. 00. 00. 0| Asynchronou 0x00 Coordinator| OXFF Peripheral enumeration| 0x3F Peripheral enumeration

6 [00:31:23.512 Rx 28 | 00.00.FF.3F.02.00.80.00.06.03. 01.FD. 26. 00, 00.02. 00. 01, 00. 01.00. 00, 00.00. 0 Asynchronou  CRCS | 0x00 Coordinator| OxFF Peripheral enumeration| 0x3F Peripheral enumeration

7 |00:31:38.734  Rx 28 | 00.00.FF.3F.02.00.80.00.02.03. 01, FD. 26. 00. 00. 02. 00. 01. 00. 01. 00. 0. 00.00. 0| Asynchronou 0x00 Coordinator| OXFF Peripheral enumeration| 0x3F Peripheral enumeration

8 [00:31:56.953  Rx 28 | 00.00.FF.3F.02.00.80.00.02. 03. 01. FD. 26. 00. 00. 02. 00. 01. 00. 01. 00. 00. 00. 00. 0| Asynchronou 0x00 Coordinator 0xFF Peripheral enumeration| 0x3F Peripheral enumeration

9 |00:32:16.592  Rx 28 | 00.00.FF.3F.02.00.80.00.02.03. 01. FD. 26. 00. 00. 02. 00. 01. 00. 01. 00. 00. 00. 00. 0| Asynchronou 0x00 Coordinator| OXFF Peripheral enumeration| 0x3F Peripheral enumeration

0 [01:33:15.701 | Rx 20| 00.00.FF.3F.00.00. 80.00. 03. 03. 00. FD. 26. 00. 00. 00 00. 00. 00. 01. Asynchronou 0x00 Coordinator| 0xFF Peripheral enumeration| 0x3F Peripheral enumeration
B Documents N CATS Service Toos [[S[RCTNIENIEN 5 IQMESH Network Manager

1.2.7.2 Makroi ili Macros
Na tabulatoru macro loT-ovog paketa za pokretanje, pripmljene su makro naredbe koje sadrze i
naredbe za Custom DPA Handler-e koje si koristio (koristila) u paketu za pokretanje.

Obicno treba ru¢no promijeniti veli¢inu gornjeg panela jer se u protivnom nece vidjeti niti jedan
gumb s naredbama. Kada pritisneS gumb s naredbom, morat ées pritisnuti i gumb posalji, odnosno
Send ili mozes odabrati kucicu s kva¢icom na makro prozoru i poslati makro direktno (Send Macro
Directly).

Odaberi prvi makro koji sadrzi naredbu i ucitaj sve osjetilne podatke s kompleta davaca u ¢vor broj
1.
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Terminal

Terminal Mode: Terminal  SPITest  DPA Test

Data to send
-f' NADR PNUM PCMD HWPID PDATA
0000 4|2 oofR |2 ooln|2 FRER[H|2

[] Auto Repeat 10 -2 x 100ms

4 Macros

~[] send Macro Directly

Coordinator | Node | OS, Peripheral info | Memories | I/O pins | Temp, UART, SPI | FRC | LED | Autonetwork embedded IoT Starter KIT

SE-all-data FRC-temperature 28 FRC-photoresistor FRC-potentiometer
RE1-off, RE2-off RE1-on,RE2-on RE1-on,RE2-off RE1-off,RE2-on
RE1-on RE1-off RE1-on 1s RE2-on 25

1.2.7.3 Dijelovi DPA paketa
Pregledaj pojedinacne dijelove DPA paketa. Prvi dio je mrezna (logicka) adresa ¢vora s kojim
Zelis komunicirati. Tu ¢emo koristiti logi¢ku adresu #1 koja odgovara ¢voru s kompletom davaca.

5E je heksadecimalni prikaz standardne davaceve periferije. Broj 01 u polju periferne naredbe
odgovara komandi za prikupljanje tipova davaca i njihovih vrijednosti. FF.FF u polju identifikacije
sklopovnog profila (hardware profile ID) znaci da nema filtriranja sklopovnog profila.

U polju PDATA se nalazi bitmapa od najviSe 32 davaca s kojima Zeli§ komunicirati na konkretnom
¢voru. Tu Zelimo ocitati sve postojece davace.

Mrezna (logicka) adresa Periferna komanda Oznaka sklopovnog profila Bitmapa od najvise 32 davaca

Terminal

Network

(logical) Peripheral Hardware Bit map of
address command profile ID max 32 sensors
HVWF
<\ Frrr || |2 |FF.FF.FR.FF.
[] Auto Rep x 100ms

Peripheral
number

Periferni broj
Posalji komandu i pogledaj tekuéu komunikaciju na registru prikljucka (Terminal Log).
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Komunikacija u tijeku Posalji komandu

Terminal >~ o x

Terminal Mode: Terminal  SPITest  DPA Test

Send the

Data to send command

f NADR PNUM PCMD HWPID PDATA

0001 |H 2 SE H|Z 01|H|S FFFF|H 2 FF.FFFFFF. Ongoing
(] AutoRepeat 102 x100ms communication

Terminal Log * 3 Xx
View: [FLastRecord  Marker | Separator: [JHorizontal [7]Vertical | [ Data Displaying b 4
Line Time Rx/Tx Data HEX | ppAMe... | Error | NADR | PNUM | |

el e
f 1 08:02:02.889 ™ 10 01. Of FF.FF. V Request 0x01 Node 1 OxSE Standard Sensor 0x01 Read sensors with types
2 08 2.893 R 11 01.0 01.04.01. Confirmatior 0x01 Node 1 OxSE Standard Sensor Ox01 Read sensors with types
3708:02:03.026 TRX 1§ 01,00, SE. §1.02.00.00.56.01.73.01.01.68.01.81.69. 81. 7€, Response Ox01 Node 1 Ox5E Standard Sensor Ox81 Read sensors with types
1N
Napomena: Protokol DPA je detaljno opisan ovdje:

https://www.iqrf.org/support/download&kat=54&ids=511. Standardni priru¢nik za IQRF se nalazi
ovdje: www.igrfalliance.org/techDocs/.

1.2.7.4 Pregledaj paket
Dvaput klikni na odgovor i vidjet ¢es detaljne podatke o davacima. U Pregledu paketa (Packet
Inspector) moZzes vidjeti vrijednosti koje je izmjerio svaki pojedini davac i tipove davaca sukladno

standardu interoperabilnosti IQRF-a.
Packet Inspector * 0 X

LastRecord: [ JAny [ ]Tx [JRx
]
=] Mode:DPA, Line: 3, Rx

Date: 07.11.2017
Time: 08:02:03.026
Length: 18

Version:  3.xx

-I Protocol: DPA ( Response )
NADR: 0x0001 00001 ( Node )
PNUM: OxSE 094 (Standard Sensor)
PCMD: 0x81 129 (Read sensors with types)
HWPID: 0x0002 00002 ( Microrisc s.r.o, DEMO_DDC_SEO1)

ErrN: 0x00 Types and
DPA value: 0x56 values of
-|. PDATA[10] sensors
[0] 0x01 00 Sensor[0] Temperature
[11 ox73
[2] oxo01

[31 o©0x01 001 (Data[3])

I Sensor{0] 23.2 °C I
Sensor|{1]| Temperature

4 0x68 104 (Data[4])
[S] ©0x01 001 (Data[s]) | sensor{1] 22.5°c |
[6] 0x81 129 (Data[6]) Sensor| 2] Binary Data7
[71 ox69 105 (Data[7]) I Sensor[2] 105 I
[8] 0x81 129 (Data[8]) Sensor|3] Binary Data7
4] 0x7F 127 (Data[9]) Sensor{3] 127,\

+ Data:[18] “

Tipovi i vrijednosti davaca

Ako na mrezi imas viSe davaca istog tipa, izmjerene vrijednosti mozes prikupiti odjednom koristedi
komandu brzog odgovora ili FRC (Fast Response Command). U makroima su pripremljene tri FRC
komande za prikupljanje vrijednosti temperature, jaine svjetlosti s foto otpornika i potenciometra.
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Detalj FRC odgovora FRC makroi
Packet Inspector v 0 X Terminal
LastRecord: [V]any [JTx [JRx

= Mode:DPA, Line: 5, Rx inal Mode: Terminal  SPITest  DPA Test

Date: 07.11.2017
Time: 08:02:28.654
Length: 64

Version:  3.xx

Data to send
' NADR PNUM PCMD HWPID PDATA
0000 W2 OD WS 00 W 5 FFFFH 5] EO0.5E.01.00.00.

= Protocol: DPA ( Response ) [J Auto Repeat 10 -2~ x 100ms
NADR:  0x0000 00000 ( Coordinato FRC -\
PNUM:  OxOD 013 (FRC) FRC
PCMD:  0x80 128 (Send) response A Macros
HWPID:  0x0000 00000 ( General =
ETN:  0x00 000 (Ermorno) detail [J Send Macro Directly macros

DPA value: 0x56 086
=\ PDATA[S6]
[0] ©x07 007 (FRCStatus)

Coordinator | Node | 0OS, Peripheral info | Memories | /O pins | Temp, UART, SP] C L&), PWM | Autonetwork embedded IoT Starter KIT
SE-all-data I FRC-temperature 2B FRC-ph i FRC-p i

[] 0x00 000 (FRCData[0])

[ 0x00 000 (FRCData[1]) RE1-off,RE2-off RE1-on,RE2-on RE1-on,RE2-off RE1-off,RE2-on

[31 0x70 112 (FRCData[2]) Node[1]

[ ©OxB1L 129 (FRCData[3]) Node[1]  23.0°C RE1-on RE1-off RE1-on 1s RE2-on 2s

[] ©x01 001 (FRCData[4]) Node[2]

[(] ©0x00 000 (FRCData[s]) Node[2]  FRCnotimp

o) 0x01 001 (FRCData[6]) Node[3]

[B] ©x00 000 (FRCData[7]) Node[3]  FRCnotimp

(8] ©0x00 000 (FRCData[s]) Node[4]

[10] ©0x00 000 (FRCData[9]) Node[4]  NoFRCresp (NI

E;} :: m E:z g::ﬁﬂ ; ::::::} No FRC resp View: [] Last Record \arker | Separator: [ |Horizontal [ Vertical =[] Data Displaying FRC

[ | €0 (FRODaislid)) - ffdele] l m.l |os-o?'o‘: ssel R:mll 10 | 01.00.5E.OL. FF. FF. FF.FF.FF. FF. Paiarex response R e
Ml | el L Uy 2 | 08:02:02. 893 r? 11 | 01.00.5E.0L.FF.FF.FF.00.0L.04.01. Eques“

(15 SRR 000 (FRCDaba(14])  QNodel7] 3 08:02:03.026 Rx 18 | 01.00.5E.81.02.00.00.56.01.73.01.01.68.01.81.69. § Response

[16] ©0x00 000 (FRCData[15]) [Node[7] Mo FRC resp orre——
[171 ©0x00 000 (FRCData[16]) Node[8] I 5 | 08:02:28.654 Rx 64 00.00. 0D. 80. 00. 00. 00.56. 07. 00. 00. 70. 81. 01. 00. 01. 00. 00. 00. 00. 00. 00. 00. 00. OC Response I
[15] Ox00 000 (FRCData[17]) od No FRC re

FRC odgovor
Drugi makroi koji su ovdje pripremljeni se koriste za upravljanje dvama relejima na kompletu releja.
Mozes testirati pojedinacne komande i pregledavati zapise koji se upisuju u registru prikljucka (terminal
log). Ako sve dobro radi, trebao bi cuti klikanje releja.

Terminal

Terminal Mode: Terminal SPITest DPA Test

- Data to send
-{' NADR PNUM PCMD HWPID PDATA
00024 S 4B/ H = 00 H|Z FFFF|H < 0C.00.00.00.01.00.

[] Auto Repeat 10 -2~ x 100ms

4 Macros

-0 send Macro Directly

Macros for
Coordinator | Node | OS, Peripheral info | Memories | I/O pins | Temp, UART, SPI | FR! etwork embedded IoT Starter KIT
relays control -
SE-all-data FRC-temperature 2B FRC-photoresistor
RE1-off,RE2-off RE1-on,RE2-on RE1-on,RE2-off RE1-off,RE2-on\ I
RE1-on RE1-off RE1-on 1s RE2-on 2s

Makroi za upravljanje relejima
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1.3 Status evaluacijske ploce (DK-EVAL)

Ako je evaluacijska plo¢a DK-EVAL napunjena i uklju¢ena (premosnik JP1 je postavljen), kad pritisnes
tipkalo (SW1 ili SW2), upalit ¢e se odgovarajuca crvena LED lampica (LED1 ili LED2). U protivhom se DK-
EVAL ispraznila. LED3 lampica svijetli tijekom punjenja i ugasi se kada je plo¢a potpuno napunjena.

XC3 XC1

VIN
n.c.
C2
GND
VBAT
C1

C5
C6
Cc7
C8

Swi1

Sw2

JP1

DK-EVAL-04A
vV1.01

Kad kreira$ svoju mrezu, mozes koristiti znacajke okruzja IQRF IDE-a da prikazeS napon napajanja
akumulatora (baterije) na DK-EVAL-u.

Klikni na strelicu na upravitelju mreze IQMESH (Network Manager) da bi se spustio meni Provedi
odabranu operaciju (Perform selected operation) i odaberi stavku Enumeriraj (Enumerate). Potom
pritisni susjedni gumb i izvrsi komandu. Tvoja ée se mreZa enumerirati i zatraZit e se detaljni podaci
od ¢vorova.

Na tabulatoru Pregled tablice (Table View) ¢es naci detaljne podatke o svojoj mreZi. U stupcu Napon
napajanja (Supply Voltage) ¢es naéi podatke o akumulatoru (bateriji) u plo¢ama DK-EVAL. Ako je
crvene boje (napon napajanja je manji od 2,9 V), trebas napuniti DK-EVAL.

IQMESH Network Manager

- ) = ) (= = - Fie 4 \
————— TN T FEEFEE
& contral % Map view [ Table view Run Discovery
= e - e | O Pollliodes WP Upd:

Address VRN Zone Discovered  Accessible Respt ® Enumerate Version State  Version RSSI Supply Voltage

0 _ _ _ 4 - | (O Send FRC from DPA Test Terminal _ 2 2 2

2 2 o vl 9 _ o ()| send Packet from DPA Test Terminal as Acknowledge Broadeast - Bits 9 9 9 9 9 9

1 G 2 N _ () Send Packet from DPA Test Terminal as Acknowledge Broadcast - Bytes
() Send FRC Read temperature
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1.4 Sazetak

Tvoja IQRF mreZa radi i njome upravlja IQRF IDE. Provjeri da li moZe$ prikupiti osjetilne podatke s DDC-
SE-a i mozes li upravljati relejima — vidi poglavlje 2.7.

Slijedeci je korak staviti UP plo¢u u pogon u smislu IQRF pristupnika (Gateway). Instalacija i konfiguracija
pristupnika (gateway) je tema Dijela 2 — IQRF pristupnik (Gateway).

Svoje ideje mozes razmjenjivati s drugima i rjeSavati probleme na IQRF _Forumu.
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Instaliraj svoj IQRF pristupnik (Gateway)

Ovaj postupni vodic je pripremljen za UP plocu. Medutim, uz manje preinake mozes koristiti isti proces
za bilo koje drugo Linuxovo racunalo. Prvo moramo instalirati operativni sustav na UP plo¢u. Zatim
¢emo instalirati i konfigurirati osnovne servise. Na kraju ¢emo ocitati podatke i prekontrolirati
razvojne pakete koji su dio paketa za pokretanje UP-IQRF IoT.

2.1 Operativni sustav

2.1.1 Instaliraj Ubilinux
Za instalaciju Linuxa pripremi USB flash memoriju kapaciteta barem 4 GB, tipkovnicu, misa, ekran
HDMI kabelom i priklju¢ak na Eternet mrezu.

Ucitaj Ubilinux 4.0 za UP plocu i pohrani ga na svoj disk.

UBILINUX 4 FOR UP BOARD

ibilinux 4.0 based on Deblan Stretch, 1 now avallabie for UP, UP2 and

UPCore. UP Board 15 a feature rich, powerful and versatile intel board that

will aliow both makers and prof % 10 quickly develop new projects

and iIndustrial sppcations. The bos % are avallable to purchase through
the UP Shop. jon

documentation and support. You can also download the ubiinux i

out UP Community 10 gain access 1o techii

from here and install it using these installation instructions.

S
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Zatim ucitaj program za prZenje slike operativnog sustava Etcher na USB flash memoriju i instaliraj ga.

Nakon pokretanja Etchera, odaberi sliku operativnog sustava i odaberi svoju USB flash memoriju da ju
sprzis na nju.

© Echer = X

©O — A

ubilinux....r-4.0.iso Verba...evice

“ETCHER

Kada si sprzio (sprzila) sliku na USB flash memoriju, prikljuci je na UP plocu. Tvoj ekran, tipkovnica
i mis ve¢ moraju biti prikljuceni.

i
v
L ([ Q= )
- (@

(((iﬁmi

B

Ces |
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Prikljuci IQRF SPI plocu (adapter) na uticne GP10-ove nastavke to¢no u sredinu kolektora UP ploce (sada
ovdje ne treba umetati koordinator) i ukljuci je.

Ako je na tvoju UP plocu vec instaliran operativni sustav, pritisni tipku F7 na pocetku i odaberi
pokretanje sustava s USB flash memorije. Ako na tvojoj UP ploci nema nicega, instalacija ¢ée se sama
automatski pokrenuti.

lect hoot device:
Android-IA

ubilinus

UEFI: “erhatimstore n ED;UBE JFMAF, Partition 1

Enter Setup

T and 1 to move selection

EMTER to select boot dewvice
ESC to boot using defaults
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Instalacija se dalje automatski nastavlja i ne traje dulje od 4 minute.

B1ABsmin,

urrent total Bl 104857
Total Time qil4 . Rate: : B min, 100 wEp leted?

ored the imac (-] to the wAl isksby-part labe |

rtelm

tore image 3 -'|'||_| pa rtlabe ]l oot )

d iy
current block: 1, total blc
Total Time: . . RBate:
Syneing. ..
Fartclone sic 1y restored the image (
Cloned s
itiom. ..
Cammot continue, aborting.

eript.sh total

4-1n

Kada zavrsi instaliranje operativnog sustava, UP ploca se iskljucuje. Tada izvuci USB flash memoriju

i prikljuci UP ploc¢u na Eternetsku mreZu i ponovno je ukljuci.
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2.1.2 AZuriranje UbilLinuxa

Sada smo vec instalirali operativni sustav. Prijavi se na njega uobi¢ajenom zaporkom — ubilinux.

18:12 .
: [
Tuesday, December 12, 2017 vaLmux

L - 1]

Select your user and enter password

—
-
L I T
l: NI RY
u I I A S

Operativni sustav nam mora biti aZuriran. Kopiraj komandu za aZuriranje i zalijepi je na terminal.

sudo apt-get update && sudo apt-get -y full-upgrade

Accessories »
€ Education »
W Graphics »
&) Internet »
B office »

B sound & Video  »

4 System Tools ’:\Terminal

Preferences » . QTerminal drop down
@ About LXQt Root Terminal

") Leave »
s Lock Screen

Search...

flly sends some data to Mozill

B @ o
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Unesi uobicajenu zaporku — ubilinux za korisnika ubilinuxa.

File Actions Edit View Help
ubilinux@ubilinux4: ~ €
ubilinux@ubilinux4:~$% sudo apt-get update && sudo apt-get full-upgrade -y

We trust you have received the usual lecture from the local System
Administrator. It usually bogils down to these three things:

#1) Respect the privacy of others.
#2) Think before you type.
#3) With great power comes great responsibility.

[sudo] password for ubilinux: |

2.2 MQTT Broker

2.2.1 Instalacija MQTT Brokera

Instaliraj MQTT Broker koristeci ovu komandu.

sudo apt-get install -y mosquitto mosquitto-clients

2.2.2 Potvrdi da MQTT Broker radi
Provjeri radi li MQTT Broker.

systemctl status mosquitto.service

ubilinux@ubilinux4:~$ systemctl status mosquitto.service
® mosquitto.service - LSB: mosquitto MQTT v3.1 message broker
Loaded: loaded (/etc/init.d/mosquitto; generated; vendor preset: enabled)

Active: active (running) since Tue 2017-12-12 18:22:07 UTC; 13s ago
Docs: man:systemd-sysv-generator(8)
CGroup: /system.slice/mosquitto.service
L-11771 /usr/sbin/mosquitto -c /etc/mosquitto/mosquitto.conf

2.3 IQRF Daemon za pristupnik (Gateway)

2.3.1 Instaliraj IQRF Daemon za pristupnik (Gateway)

Instaliraj IQRF Daemon za pristupnik (Gateway). Postoje cetiri komande koje moras unijeti u
terminal. Vrijeme instalacije uglavnom ovisi o brzini tvog Internetskog prikljucka.

sudo apt-get install -y dirmngr
sudo apt-key adv --keyserver keyserver.ubuntu.com --recv-keys

9C076FCC7ABSF2E43C2AB0OE73241B9B7B4BDS8FSE echo "deb http://repos.iqrfsdk.org/debian
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stretch stable" | sudo tee -a /etc/apt/sources.list.d/iqrf-daemon.list sudo apt-get update &&

sudo apt-get install -y iqrf-daemon

2.3.2 Potvrdi da IQRF Daemon za pristupnik (Gateway) radi
Provjeri radi li IQRF Daemon za pristupnik (Gateway). Pritisni Q da izades s popisa.

systemctl status iqrf-daemon.service

ubilinux@ubilinux4:~$ systemctl status iqrf-daemon.service

@ iqrf-daemon.service - IQRF daemon iqrf_startup
Loaded: loaded (/lib/systemd/system/iqrf-daemon.service; enabled; vendor preset: enabled)
Active: active (running) since Tue 2017-12-12 18:23:37 UTC; 16s ago

Main PID: 13048 (iqrf startup)
Tasks: 11 (limit: 4915)
CGroup: /system.slice/iqrf-daemon.service
L-13048 /usr/bin/iqrf startup /etc/iqrf-daemon/config.json

2.4 Mrezna aplikacija za pristupnik IQRF Gateway Daemon WebApp

2.4.1 Instaliraj mreiznu aplikaciju za pristupnik IQRF Gateway Daemon WebApp
Sada instaliraj mreznu aplikaciju za konfiguraciju pristupnika IQRF Gateway Daemon. Kopiraj i zalijepi
jednu po jednu komandu.

cd /home/ubilinux

git clone https://github.com/iqrfsdk/iqrf-
daemon-webapp.git cd iqrf-daemon-
webapp/install/

sudo python3 install.py -d debian -v 9

2.4.2 Potvrdi da mrezna aplikacija za pristupnik IQRF Gateway Daemon WebApp
radi

Provjeri radi li mrezna aplikacija utipkavanjem adrese lokalnog glavnog racunala u svoj mrezni
preglednik na UP plodi. Logiraj se kao administrator (admin) pomocu zaporke iqrf.

http://localhost/en

- I
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2.5 Sucelje SPI

2.5.1 Konfiguriraj sucelje IQRF SPI

Sada konfiguriraj vezu s mrezom IQRF preko sucelja SPI. Klikni na sucelje IQRF na meniju konfiguracije
(Configuration), a zatim klikni na slobodno sucelje SPI (na donjoj slici je oznaceno brojem 1) i spremi
konfiguraciju tako Sto ¢es kliknuti na gumb spremi (Save).

http://localhost/en/config/iqrf

IQRF Gateway Dashboard Sateway - Configuration « ervice JRF Net

Main configuration

Tracar Hla
Dashboard QR eeface |
UDF Internace

MQTT interface

Gateway

Show information about gateway :
MQ interface

Configuration Scheduler
Edit configuration Base services

IQRF App
Service

Control daemon service

IQRF Net

Control IQRF network

Clouds

Control cloud services
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IQRF interface

IQRF interface

J&d i oideary 0

DpaHandler Timeout

CommunicationMode

| ]
Available interfaces

SPI

foeeisphdey? 0
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2.5.2 Ponovno pokreni pristupnik IQRF Gateway Daemon
Ponovno pokreni pristupnik IQRF Gateway Daemon klikom na gumb za ponovno pokretanje
(Restart) na meniju usluga (Service). Ovdje moZzes vidjeti da se daemon ponovno pokrenuo.

http://localhost/en/service

]QRF Gate&"v‘a}{ Lasnt ird dleway - nNguration - NICH iF Met -

Service

start

Start IQRF Daemon sernvice.

Stop

Stop IQRF Daemon service,

Restart
Restart IQRF i.—!n-ﬁr': service

Status

Get status of IORF Daemon senvice,

2.6 Cvor Node.js

2.6.1 Instaliraj ¢vor Node.js

Sada instaliraj Node.js. To ¢esS napraviti nizom komandi koje ées iskopirati i prilijepiti jednu po jednu na
terminal.

cd /home/ubilinux

git clone https://github.com/iqrfsdk/iot-starter-kit.git

cd iot-starter-kit/install 4 Unesi ubilinux kao zaporku ]

sudo cp etc/Isb-release-debian

/etc/Isb-release sudo apt-get install

curl
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curl -sL
https://deb.nodesource.com/setup_6.x |
sudo -E bash - sudo apt-get install nodejs

sudo cp etc/Isb-release-ubilinux /etc/Isb-release

2.7 Cvor Node-RED

2.7.1 Instaliraj cvor Node-RED
Sada instaliraj ¢vor Node-red. Kopiraj dvije pripremljene komande i prilijepi ih na terminal.

sudo npm install -g --
unsafe-perm node-red
sudo npm install -g

pm2

2.7.2 Pokreni ¢vor Node-RED

Pokreni ¢vor Node-RED s te dvije komande.

cd /home/ubilinux

pm2 start /usr/bin/node-red

2.7.3 Dodaj upravljacku plocu (dashboard) za ¢vor Node-RED

Sada kreiraj okruzje za upravljacku ploc¢u (dashboard) za ¢vor Node-RED.

U internetski preglednik plo¢e UP, unesi adresu lokalnog glavnog racunala (localhost) s prikljuckom
(portom) 1880 i na meniju odaberi stavku upravljanja paletom Manage palette. Nadi upravljacku plocu
mreZnog ¢vora node-red-dashboard i instaliraj je.

http://localhost:1880
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User Settings

Install
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2.7.4 Pokreni rad paketa za pokretanje loT-Starter-Kit
Pokreni pripremljeni primjer pokretackog paketa UP-IQRF loT Starter Kit. Preuzeti ¢e se podaci
prikazati na upravljackoj plo¢i, a s dva releja mozes upravljati koristeéi gumbe.

cd /home/ubilinux/iot-starter-kit/install
cp up-board/node-red/*
/home/ubilinux/.node-red

pm2 restart node-red

2.7.5 Omogucavanje rada cvora Node-RED nakon ponovnog pokretanja racunala
(reboot)

Upotrijebi ove komande koje su ve¢ pripremljene za postavavljanje automatskog pokretanja ¢vora
Node-RED nakon ukljucivanja UP ploce.

p
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sudo env PATH=SPATH:/usr/bin /usr/lib/node_modules/pm2/bin/pm?2 startup systemd -u ubilinux
__hp

/home/ubilinux

2.7.6 Potvrdi da ¢vor Node-RED radi
Provjeri da li ¢vor Node-RED radi.

systemctl status pm2-ubilinux

ubilinux@ubilinuxd:~/iot-starter-kit/install$ systemctl status pm2-ubilinux
pm2-ubilinux.servi - PMZ2 process man
Loaded: loaded (/etc/systemd/system, 2-ubilinux.service; enabled; vendor preset: enabled)
ive: active (rumning) since Tue 2017-12-12 18:36:38 UTC; 12s ago
s: https://pm2.keymetrics. io/
25184 (FM2 v }.0: God)

CGroup: /system.slic Z2-ubilinux.service

» 25184 PM2 v2.8.0: God Daemon (/home/ubilinux/.pm2)

2.7.7 Provjeri upravljacku ploc¢u (dashboard) ¢vora Node-RED
Sada moras prikljciti mrezu IQRF na UP plocu.

Pazi: Primopredajnik IQRF se moZe ukljuciti u / iskkljuciti iz SIM priklju¢ka na ploci IQRF SPI (adapteru)

iskljucivo kada je ploca iskljucena s napajanja. Ako to jos nisi ucinio (ucinila), umetni koordinator
IQRF u plocu IQRF SPI i ukljuci UP plocu.
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Provjeri upravljacku plo¢u na adresi glavnog lokalnog ra¢unala s prikljué¢kom (portom) 1880/ ui.
Ako je tvoja mreza IQRF s davacem i relejskim paketom spremna, mozes vidjeti izmjerene
vrijdnosti na upravljackoj plo¢i i ukljucivati i iskljucivati releje.

http://localhost:1880/ui

2.7.8 Provjeri tok ¢vora Node-RED

Na adresi glavnog lokalnog racunala, prikljucak (port) 1880, uz pomo¢ administratorskog okruzja

Node-RED mozZe$ mijenjati svoje tokove i upravljacke ploce.

http://localhost:1880
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2.8 Ispitaj funkcionalnost

2.8.1 Posalji DPA Paket

Provjeri funkcionalnost upravljanja mrezom IQRF s mrezne aplikacije. Klikni na posalji DPA paket
(Send DPA Packet) na meniju mreze IQRF (IQRF Net menu) i odaberi bilo koju komandu s menija,
kao Sto je upali crvenu LED lampicu na koordinatoru. Isto tako mozZe$ i promijeniti komandu.

http://localhost/
en/iqrfnet/send-
raw

Send DPA packet

DPA packet

wh DOA Urmeout

DPA timeout (ms)

Lako mozes joS jednom provijeriti je li komanda izvrsena.
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2.8.2 Provjeri poruke JSON izmedu ¢vora Node-RED i pristupnika IQRF Gateway
Daemon

Provjeri DPA komande u formatu JSON koje se razmjenjuju izmedu ¢vora Node-RED i pristupnika IQRF
Gateway Daemon.

Poslusaj sve zahtjeve JSON DPA RAW:
mosquitto_sub -t Iqrf/DpaRequest

Poslusaj sve odgovore JSON DPA RAW:
mosquitto_sub -t Iqrf/DpaResponse

Unesi komandu u terminal i promotri komunikaciju koja se odvija.
ubilinux@ubilinuxd:~/iot-starter-kit/install$ mosquitto sub -t Iqrf/DpaRequest

["ctype":"dpa","type":"raw","request":"01.00,5e,.01.ff.ff. ff.ff. ff.ff", "timeout":1000}
ctype":"dpa", "type":"raw", "request":"081.00.5e.01.ff.ff.ff.ff.ff.ff", "timeout":1000}

2.9 Provjeri viSe primjera
cd /home/ubilinux

git clone https://github.com/iqrfsdk/iqrf-
daemon-examples.git cd iqrf-daemon-

examples

2.10 Sazetak

Kreirali smo pristupnik IQRF Gateway s UP ploce. Provjeri joS jednom moZe$ li upravljati svojom
mrezom IQRF s UP ploce - vidi poglavlje 8. Na isti nacin ovaj pristupnik (gateway) mozes prikljuciti
na bilo koje rjeSenje oblaka kao Sto je Microsoft Azure, IBM Cloud Platform, Amazon Web Services
ili bilo koje drugo. Kako ¢eS to uciniti je tema slijedeceg dijela.
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Paket za pokretanje UP-IQRF loT - Dio 3:

Povezivanje na oblak—AWS loT

Paket za pokretanje loT-a je projektiran na takav nacin da se moZe povezati na razli¢ite oblake preko
dvosmjernog kanala MQTT. Dakle, moZe$ sakupljati, spremati, obradivati i vizualizirati podatke
u oblaku ili moZes$ daljinski slati svoje komande mreZi IQRF. U ovom ¢emo dijelu konfigurirati UP
plocu za komunikaciju s mreznim servisima Amazon (Amazon Web Services - AWS) preko kanala
MQTT.

3.1 Lokalna mreza

Prikljuci svoju UP plo¢u na svoju lokalnu mreZu, tako da moZe dobiti IP adresu koriste¢i DHCP.
Tijekom narednih koraka ¢es$ unijeti tu adresu u svoj mrezni preglednik (web browser) na svom
racunalu (koje je na istoj lokalnoj mreZi kao i UP ploca) i konfigurirati svoj pristupnik (gateway) uz
pomoc¢ aplikacije IQRF Daemon Web.

i m
- 06-4Hze 0z

UISTiShj

~~~~~~~

S .:,.\&. ERULN

N ANTEN o)
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3.2 Racun na mreznim servisima Amazon (Amazon Web Services account)
Prvo kreiraj racun na mreznim servisima Amazon (aws.amazon.com). Moras ispuniti svoje osobne
podatke ili podatke svoje tvrtke i dodati detalje svoje kreditne kartice. Koristit ¢e$ svoju kreditinu
karticu za pladanje ako prekoracis ogranicenja odabranih usluga. Kreiraj svoj AWS racun

Getting Started Documentation Software Support Customens Partnens More ~ English ~ My Account =

Start Building on AWS Today e

ng for i DOwWer, database ¢

aws T2
) Amazon Web Services Sign Up
Create a new AWS Account

AWS account name
Emall sddress
Pasiword
AWS Accounts Include
Cintion pissiiont 12 Months of Free Tier Access
Including use of Amazon EC2,
Amazon S3, and Amazon DynamoDB

Contiou

Sign = 2 a0 cxtmng AWS accoust Vist awl amacon comirea for full offer tarms
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3.3 Uspostavi vezu
Da bi uspostavio (uspostavila) vezu izmedu AWS-a i svoje UP ploce, moras proci nekoliko

konfiguracijskih koraka na obje strane. U AWS-ovom odjeljku usluge (Services), na Internetu stvari

(Internet of Things), ¢es naéi AWS loT.

Biljeska: AWS-ovo okruZje mozZe izgledati drugacije radi Cestih izmjena i njegove personalizacije. U
ovom se vodi¢u nalazi njegovo stanje iz ozujka 2018. Moras potraziti odgovarajuce stavke za
konfiguraciju veze MQTT.

l Services ~ Resource Groups *

AWS services
|

v Recently visited services

@,

|$) AWS loT 3] Biling

v All services ‘ Click on AWS loT
- . 8 revel _— & A P
L’...! Compute 4-:«;. Developer Tools QlA nternet of Things
EC2 Comainer Setvice CodeCommét S OIEenNgrass
Lightsall 7 CogeBuid
Elastic Beanstalk CodeDeploy p x
) 6 3 Contact Center
| amhaia CoePineding oA

Klikni na pocni (Get started) na odjeljku ploce Onboard. Registrirat ¢es svoj uredaj, uditati paket za
spajanje, te konfigurirati i ispitati povezanost na svome uredaju. Odaberi odjeljak ploce Onboard

@ j,—
o )~ Selectthe
17 Onboard“ |  Onboard o
. section X g
- \ ) \\}m i\ :;;f_’:) E;
F.r.‘; \\\ 1" O
~ - J‘//
& ‘
N\
oL s .
Configuring a device
( ) Connect a device or your computer to AWS
Click on loT using the connection wizard for AWS loT
Get started Device SDKs.
\ ~
=R

O
Yy
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Napravi postavke prema kojim ¢ées se prikljuciti na AWS loT. Odaberi operativni susatv Linux i ¢vor

Node.js kao uredaj SDK AWS loT-a. Odaberi operativni sustav Linux

How are you connecting to AWS loT?

Select the platform and SDK that best suits how you are connecting to A'

Choose a platform

Windows >

Choose a AWS loT Device SDK

Odaberi Node.js
Unesi ime svojeg uklju¢enog uredaja.

Napomena: Mozes odabrati svoje vlastito ime. U tom slucaju u narednim koracima moras koristiti ime

koje si odabrao.
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Register a thing

STEP /3

A thing is the representation and record of your physical device in the cloud. Any physical Choose an existing thing instead?
device needs a thing to work with AWS loT. Creating a thing will also create a thing shadow.

Name your
device

<

Show optional configuration (this can be done later) ~

Imenuj svoj uredaj
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Ucitaj paket za prikljucivanje i dobit ces certifikat i kljuceve za sigurnu vezu MQTT.

Download a connection kit

STEP 2/3

The following AWS loT resources will be created:
A thing in the AWS loT registry IQRF_Gateway

A policy to send and receive messages  IQRF_Gateway-Policy Preview policy

The connection kit contains:

A certificate and private key IQRF_Gateway.cert.pem, IQRF_Gateway.private. key
AWS loT Device SDK Node.js SDK
A script to send and receive messages start.sh

Before your device can connect and publish messages, you will need to download the connection kit.

Download connection kit fio
Linux/O5X
I:]

Ucitaj paket za povezivanje
Spremi ovu datoteku na svoje racunalo i otvori je. Pohrani certifikat i kljueve za buduée koristenje.

Download
connection kit

5.4 X

&« v > > iot-starter-kit > aws v O

o

= @

-V

File name | connect_device_package.zip & |

| sae |  cancel |
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Nakon postupka spremanja, otidi na dokumentaciju.

o0 oo Learn more

Received messages from the device
Want to learn more about the components of AWS loT?
Try the interactive overview

Explore other parts of AWS loT

See all of your things

"J'rl e Learn about policies
i'. .

l/j Go to the
Dive into the documentation @ documentation
J \

Idi na dokumentaciju
Sada pogledaj niz ,uitavanje korjena CA”“ (Download root CA). PotraZi na ,cijela stranica” (Entire site)
da budes siguran da si ga nasao. U retku ,cijela stranica” (Entire Site), potrazi ucitaj korijen CA
(Download root CA)

= Menu adWs

\—/—7

AWS loT Q

Developer Guide

B

In the entire
site look up the
Downolad root CA

£ What Is AWS loT?
) How AWS loT Works

£ Getting Started with AWS loT

56



Co-funded by the Q

Erasmus+ Programme FY
of the European Union ® |_|FI

U rezultatima pretrage nadi ¢lanak , koriStenje ugradenog C SDK-a u AWS loT-u“ (Using the AWS loT
Embedded C SDK). Broj zapisa u rezultatima pretrage moze biti ve¢i od ogranicenja stranice tako da

== hitp://docs.aws.amazon.com/iot/latest/developerguide/verity-pub-sub.html | Documentation

AWS Documentation &gt; AWS IoT &gt; Developer Guide &gt; Quickstart for AWS IoT

D Upgrade Client Software to 5.4 - AWS CloudHSM

http://docs.aws.amazon.com/cloudhsm/latest/userguide/client-5_4.html | Documentation

Learn how to upgrade the Luna SA client software to version 5.4.

D AWS Greengrass Security - AWS Greengrass )

http://docs.aws.amazon.com/greengrass/latest/developerguide/gg-sec.html | Docu

AWS Greengrass Security

Find
Using the AWS loT Embedded C SDK

/ /
Using the AWS IoT Embedded C SDK - AWS IoT
http://docs.aws.amazon,com/iot/latest/Beveloperguide/iot-ambadded-c-sdk.html | Documentation

Download the AWS IoT Device SDK for C from the following GitHub respository: Before you can use the AWS
IoT Embedded C SDK, you must download all required third-party libraries from GitHub.

r j Setting Up an AWS Greengrass Core Device - AWS Greengrass

httn./ldrre swe amavan raminrcannraccllzstactidavalnnarniidalnn-cabuin html | Naroumandabinn

moras proci kroz nekoliko stranica. Nadi koristenje ugradenog C SDK-a u AWS loT-u” (Using the
AWS loT Embedded C SDK)

Ovdje mozes naci korjenski certifikat (root certificate).

Using the AWS loT Embedded C SDK

Set Up the Runtime Environment for the AWS loT Embedded C SDK
1. Download the AWS loT Device SDK for C from the following GitHub respository:
git clone https://github.com/aws/aws-iot-device-sdk-embedded-C.git -b release

2. Before you can use the AWS loT Embedded C SDK, you must download all required third-party libraries from GitHub. You can fi
deviceSDK/external_libs folder.

Sample App Configuration Root CA certificate

The AWS loT Embedded C SDK includes sample apps for you to try. For simplicity, we arg g to run subscribe_publish_sample,

1. Copy your certificate, private key and root CA certificate into the devicesDr/g«fts directory.

If you did not get a copy of the root CA certificate, you can download

opy the root CA text from the browser, paste it ir
deviceSDK/certs directory.

Korijenski certifikat
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Iskopiraj niz u tekstualnu datoteku i pohrani ga kao rootCA.pem u direktorij na tvom racunalu u kojem
se nalaze i drugi certifikati.

Napomena: MoZes izabrati i svoje ime. U tom slucaju tijekom kasnijih koraka moras$ koristiti to ime.
Iskopiraj niz u tekstualnu datoteku i pohrani ga kao rootCA.pem u direktorij s drugim certifikatima

MIIEOzCCATugAwIBAQIQGNrRniZ96LtKIVINzGs75iANBgkghkiGSwOBAQUFADCE
YIELMAKGALUEBRMCVVMxFzAVBgNVBA0OTD1Z1lcmlTaWduLCBEJomMuMREwHQYDVQQL
ExZWZXJpU21nbiBUcnVzdCBOZXR3b3JrMTowOAYDVQQLEZEoYykgMjAwWNiIBWZXJp

U21nbiwgSpr<r<texm - o 3JpenmVkIHVZZSBvbmx SMUUWQWYDVQQDEzxW
ZXJpU21 . BQ > XVO
aG9yaXRs Save the string Awl | | IQRF_Gateway.cert.pem 4EL
MAKGA1UE to a text file to 21 ) IQRF Gateway.privatek XZW
zxJpu21ny the directory with other o = e ay-P = ¥ 121n
biwgSW53 certificates | IQRF_Gateway.public key 'XJp
U21nbiBD = et | | rootCA.pem 1Goy
aXRSICOgRzUwggEiMAOGCSQGSIb3DQEE: &> start.sh Xol
nmAMqudLCO07cfLw8RRYy7K+D+KQLSVwi]j. bex

tOuz/09+B1£fs70PbZmIVYcOgDaTY3vigw2IIPVQT60nKWVSFJuUrjxufé6/Whkciz
SdhDY2pSSOKP6HBRTAGJaXvHcPaz3BJ023tdS1bT1r8VA6GwOKI18g8ckmcYSEQG
BO+QueQASNO6tRN/ArrOP07gi+831+20162zy9vA9r911kTMZHRXAY3QkGSGT2RT+
rCpSx4/VBEnkjWNHiDxpg8v+R70rfk/Fla40ndTRQS8Bnc+MUCH71P592zuDMKz10/
NIeWiuST6CUVAgMBAAGIgbIwgaSwDWwYDVROTAQH/BAUWAWEB/ZAOBgNVHQSBALSE
BAMCAQYWbQYIKwYBBQUHAQWEYTBfoV2gWzBZMFcwVRYJaW1lhZ2UvZ21mMCEwHZAH
BgUrDgMCGgQUj +XTGoasjYSrw8+AatRIGCx7GS4wJRYjaHROcDovL2xvZ28udmVy
aXNpZ24u¥Y29tL3ZzbGOnbySnaWYwHQYDVROOBBYEFH/TZafC3ey78DAJSOMS+gKv
MzEzMAOGCSgGSIb3DQEBBQUAA4IBAQCTIJEOWX2LP2BqYL23g3JktvXE2pXkiC0zE
pP6B4EqQliDkVWwZMXnl2YtmAl+X6/WzChl8gGqgCBpH3vnS£JJaCGkgDdk+bW48DWT7Y
SgaRQBiS+MHt39tBquCWIMnNNZBU4gcmU7gKEKQsTb47bDNO1Atukix1EQOKFEBW1K
WE9gynéCagsCqiUXObXbf+eEZSqVir2G316BFoMtEMze/aiCKmOoHWOLX0OXnGiYZ
4fORbxC11£fznQgUy286dUV40tp6F01vvpX1FQHKOtwSrDgb7MzVIchbidJ4vEZVEN
hnacRHr21Vz2XTIIM6RUthg/aFzyQkqFOFSDX9HoLPKsEdao7WNg

Poruka ,uspjesno spojeno” (Connected successfully) ¢e se prikazati automatski nakon
zavrsSetka procesa konfiguracije uredaja. Zatim klikni ,,gotovo” (Done).
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Connected successfully

A device was connected to AWS JoT by performing some tasks in AWS foT and on the device.

° Learn more

Registered a thing to represent a device in AWS loT

Set up security for the device using a certificate and policy o oo
Used a device SDK to connect a device to AWS loT .
o O Learmn mece

g Received messages from the device

= Click Done

Want to learm moce sbout the components of AWS koT?
Try the interactive overview

Klikni ,,gotovo” (Done)
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U postavkama (Settings) potrazi ime svoje krajnje tocke (endpoint) jer ¢es ga trabati za konfiguriranje

a_\‘VS Services ~ Resource Groups ~ >
&P aws 101 Settings
@ Custom endpoint v
N
D This Is your custom endpoint that allows you to connect to AWS loT, Each of your Things has a REST API avallable at this endpoint. This is alsc
P Your endpoint is provisioned and ready to use. You can now start to publish and subscribe to topics.
5 e\
"~ Endpoint f 2
e - Note the name of Endpoint
o 22433063 weth60 10t eu-central-l tmu?auu com ‘r—\\_ b,
¢
)
ole
Logs DISABLED
You can enable AWS loT to log helpful information to CloudWatch Logs. As messages from your devices pass through the message broker anc
View all Cloudwatch Logs
( ) Role
Click Settings
\ /] Level of verbosity
! / / 7 DISABLED
©) /
& v o |
()
UP ploce. Klikni na postavke (Settings) Zapamti ime svoje krajnje tocke (Endpoint)

Datoteke rootCA.pem (korijenski certifikat), IQRF_Gateway.private.key (datoteka s privatnim
klju¢em) i IQRF_Gateway.cert.pem (datoteka s certifikatom) ve¢ moraju biti otovrene (ne smiju biti
zipane). Prenijet ¢emo ih na UP ploc¢u uz pomo¢ mrezne aplikacije IQRF Gateway Daemon.

Unesi IP adresu svoje UP plo¢e u mrezni preglednik na svome racunalu i logiraj se na nju kao admin
koristezi zaporku igrf. Pitaj svog administratora kako da nade$ svoju IP adresu ili mozZes koristiti
zajednicke mreZne alate. Na mreznoj aplikaciji IQRF Gateway Daemon, klikni na stavku Amazon AWS
u meniju oblak (Clouds).

D 192.168.2.10/e:

IQRF Gateway dasht Satewsy - Squration MRF Net +  Clouds »

Microsoft Azure

DaSh board Inteliments IntehGlue
Gateway
Show information about gateway

Configuration

Edit configuration

Senice

Control daemon serice

IORF Net

Control JORF network

Clouds

Control Cloud seraces
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Unesi ime kranje tocke (Endpoint) (nadi je na postavkama (Settings) svoga AWS loT-a). Odaberi
rootCA.pem kao korijenski CA certifikat, IQRF_Gateway.cert.pem kao certifikat i
IQRF_Gateway.private.key kao datoteku s privatnim klju¢em. Spremi konfiguraciju.

Napomena: Ako si svom vritualnom uredaju u AWS-u dao drugo ime, imena datoteka sadrze to ime
umjesto IQRF_Gateway.
Odaberi datoteku rootCA.pem; Odaberi datoteku IQRF_Gateway.cert.pem_certificate; odaberi
datoteku s privatnim klju¢em IQRF_Gateway.private.key

Add new MQTT interface

Endpoint

aZ24asob3welbbl ot eu-central-1. amazonaws. com

Root CA certificate __— Select rootCA.pem file

—h A
ce_packagfzooich pem ] Prochaze..
Certificate

_,;,,J Select IQRF_Gateway.cert.pem

JQRF_Gateway.cert pem}-

Private key

|RF_Gateway private key| -v—n.]

Save

Provjeri novo sucelje MQTT za AWS.

MQTT interface

=y

- certficate file

— Select IQRF_Gateway.private.key
- private key file

-

Uredi sucelje MQTT za AWS

~

=
Edit the MQTT interface for AWS 1

Client 1D MY Gea  Edt  Remove

Name Broker
| /
rd
MqitMessaging 1 tcp/i127.0.0.1:1883 Local-app v ‘/ v 7 x
l MgtiMessaging2 IQRF-GW-lest v v = x l

Add
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Adresa krajnje tocke (endpoint) ide nakon protokola SSL, a na kraju adrese Broker-a se nalazi prikljuc¢ak
(port) broj 8883.

Iqrf/DpaRequest je postavljen kao predmet za komande, a lqrf/DpaResponse je postavljen kao
predmet za odgovore.

Ime sucelja MQTT; Ime krajnje tocke (Endpoint) i prikljucka (porta); Oznaka klijenta; Komande;
Odgovori

Edit MQTT interface

Hame 4|/'-
MgiMessaging? SN MName of the MQTT interface
e

& Enabled

Broker address __f.-""

551 BaZdasobIwelbs0 iol eu-central-1 amazonaws Consaad 7 Endpl:lil'lt name and ]]-Dﬂ
N S

Client ID

IQRF-GW-test =

Client 1D

Persistence

QoS

QoS 1 - Al keast once

Topic for requests .

=

) Commands

IqriDpaRequest

Topic for responses

IgrvDpaResponse If Responses

User \

Passwaord

¥ Enabie TLS
K.Il'p- Aalive interyal

20

Napomena: tvoje datoteke i ime krajnje tocke (endpoint) se mogu razlikovati od imena koja su
prikazana na slikama.
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Ovdje su postavke priklju¢enja vremenskog ogranicenja (timeout), minimuma i maksimuma, te put
do ucitanih datoteka kojima se uspostavlja sigurna veza izmedu pristupnika (gateway) i oblaka
(cloud). Provjeri stavku ukljuci provjeru certifikata za posluzitelj (Enable server certificate
authentication)

Connect timeout

5

Min reconngct

Max reconnect

Gd

Trust store

| /etciart-daemonicerts/2018-02-08T17:18:08+0100aws-ca.crt |~ ] path to uploaded rootCA.pem file
Key store
l ietcfigri-daemon/cens/ 201 8-02-08T17: 18:08+0100-aws.crt I"' | path to uploaded IQRF_Gateway.cert.pem file

e

-

Private key

I eACigI-0aeMonCens/2018-02-08T17:18:08+0100-aws. key I— - | path to uploaded IQRF_Gateway.private.key file ]

Private key password

Enabled cipher suites

el Enabile server certificate authentication

]
2
"

put do ucitane datoteke rootCA.pem, put do ucitane datoteke IQRF_Gateway.cert.pem, put do
ucitane datoteke IQRF_Gateway.private.key

Ponovno pokreni IQRF Gateway Daemon. Nakon ponovnog pokretanja, na statusu UP ploce provjeri da
li odabrani servisi rade.
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IQRF GEItEWEIf,-‘ Dashboand Gateway - Configuration - IQRF Net - Clouds

Service

Start
Start IQRF Daemon Senice

Stop
Stop IQRF Dasmon sefvice

Restart —— | Restart the service
Restart IRRF Daemon service E -

Status
Get status of IGRF Daemaon service

Ponovno pokreni servise

3.4 Testirajvezu

Na mreznom pregledniku na svom racunalu, na AWS loT, klikni Test. Unesi lqrf/DpaResponse
u predmet odgovora da dohvati$ odgovore pristupnika (gateway) i na predmetu (topic) klikni

Sarviced « Regourcs Groupi *

& aws o1 MQTT client @

=
Ll Saira vt

g
5 Subscribe to & topl
. e

Publinh to 3 bopho Durwices publiaf MOTT meessages on fopecs. You can use his client to sbscribe o2 tophc sand recebee these mevages.

Sl rpioe Lopic - -

& ~ . |I (AT — I‘_;L Insert the topic for responses J *x |
‘--L Click Test and then Subscribe to a tnpic]

Mz mariiagh captury (3

pretplati se (Subscribe).

Klikni test, a zatim se pretplati na predmet Unesi predmet za odgovore
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Za slanje komandi s oblaka na pristupnik (gateway), postavi lqrf/DpaRequest kao predmet
pitanja. Pristupnik (gateway) ¢e ocekivati komande tog predmeta.

Iqrf/DpaResponse

Subscribe to a topic ,
Publish Insert the topic for requests
I Publish to a topic I Specify a topic and a messa/’ /ﬁblish with a QoS of 0.
Iqrf/DpaRequest IV
I Iqrf/DpaResponse x

Unesi predmet za pitanja

Unesi paket DPA u formatu JSON u kudicu za tekst i klikni Objavi u predmetu (Publish to topic).
U nasem primjeru Saljemu komandu za ukljucivanje crvene LED lampice na koordinatoru.
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"msgid":
"1510754
980",
"request”

"00.00.06
.01.FF.FF"

7

"request_
tS“: ||I|,
"confirma

tion": ,
"confirma
tion_ts":

nn
7

"response

n,nn
. ’

"response_ts":
}
U stavci ,pitanje” (request) moZe$ unijeti druge komande DPA za upravljanje i nadzor mrezZe. Te
komande moZes naéi u makro naredbama (macros) za Paket za pokretanje loT-a ili ih mozZes postaviti
u prozoru terminala (Terminal) u IQRF IDE.

Co-funded by the ’;\\
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Primjeri:
= Sakupljanje svih podataka davaca s ¢vora Node #1 sa spojenim paketom DDS-SE:

{"ctype": "dpa","type": "raw","msgid": "1510754980","request":

"01.00.5E.01.FF.FF.FF.FF.FF.FF","request_ts": "","confirmation": ,"confirmation_ts":

7 reSpOI’lse . , response_tsll: ||||}
= Ukljucéivanje obaju releja na ¢voru #2 sa spojenim paketom DDC-RE:

{"ctype": "dpa","type": "raw","msgid": "1510754980","request":

"02.00.4B.00.FF.FF.0C.00.00.00.01.01","request_ts": ,"confirmation":

"" "confirmation_ts": "","response": "","response_ts": ""}
= Dobivanje temperature s ¢vora Node #3:

{"ctype": "dpa","type": "raw","msgid": "1510754980","request":

"03.00.0A.00.FF.FF","request_ts": "","confirmation": ,"confirmation_ts":

,"response": "","response_ts": ""}
Vise podataka o makro naredbama (macros) i mreZi IQRF mozes naci na poveznici loT Starter Kit — Part
1: Build your IQRF network.

MozZemo vidjeti da je pristupnik (gateway) pokupio i izvrSio komandu, te da je poslao potvrdu sa
sadrzajem ,,nema greske” (No Error) u predmet odgovora Iqrf/DpaResponse.

Specify a bopsc and a message to publish with a GoS of O
lgrf  DpaRieguest Fublizh fo toply

DPA command in J5ON format

E i H
iqrf/DpaResponse Mo 21, 2007 B 30052 AM <0100 A i

~

Response

>

Komanda DPA u formatu JSON Odgovor
Vizualno mozes jos jednom provijeriti rezultat ove komande. Crvena LED lampica se upalila.

68
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3.5 Sazetak

Dvosmjerna komunikacija izmedu mreze IQRF i Amazonovih mrezZnih servisa (Amazon Web Services)
je uspostavljena i radi. Sada je na tebi da je iskoristi$ za svoje vlastito 10T rjeSenje. U slijede¢em éemo
ti dijelovima pokazati kako dodati druge davace (senzore) i aktuatore nasih partnera iz industrije
(davac CO,, beZi¢no upravljana uti¢nica itd.).

Primopredajnici IQRF imaju slijede¢e zadane tvornicke postavke: TX snaga: 7, RX filtar: O, RF kanal A:
52. Uz ove postavke (TX snaga, RX filtar) se moZe pokriti podrucje promjera 500 m otvorenog prostora
beZi¢nim signalom IQRF.
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