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Build your IQRF network

1.1 Understand the components in the Development Set for loT (DS-10T-01)
1. Set the box with the UP board aside for use in Step 2: Install Your IQRF Gateway.
2. Open the two small boxes containing the IQRF technology components (DS-10T-01).

UD (@5
loT Starter Kit

suonssu Moo € \

K IPA"INQV3Y Ay uadO T
U0 (wan: 2 24 1m0 jo01s 85001
oT Starter Kit @ o5 Alowauw g1 396003 1

Up (@
loT Starter Kit

{PRUNSIZO YI-LUVISSA

3. Review the key features, switches and connectors for each component.

1.1.1 IQRF components
Inside the two IQRF boxes, you will find:

DDC-SE DDC-RE IQRF
development kit || development kit
with sensors with relays

CK-USB

transceivers programmer

KON-RASP
adapter

DK-EVAL
evaluation board
with battery

DK-EVAL
evaluation board
with battery

e one gray box called CK-USB — the programmer,
e three black boxes called DK-EVAL — evaluation kits for powering wireless transceivers,
e one DDC-SE development kit with three sensors - the Dallas thermometer,
the light sensor and the potentiometer,
e one DDC-RE development kit with two relays,
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e four IQRF transceivers for creating a basic IQRF network,
e one micro USB cable for CK-USB connection to a computer,
e one KON-RASP adapter for the connection of an IQRF transceiver to the UP board.

1.1.1.1 CK-USB

This development kit is for programming and debugging of IQRF transceivers. You will connect this
tool to a computer USB port with the micro USB cable connected to an XC3 connector.

SW1 and SW2 are pushbuttons for USB mode selection and other purposes. Find details about it here:
https://www.igrf.org/products/development-tools/development-kits/ck-usb-04a

Vin
Vour
C2
GND
+3.3V
C1

C5
Cc6

Cc7
c8

Sw1

sSw2

Caution: The IQRF transceiver can be plugged into / unplugged from the SIM connector while
powered off only. The SIM connector is not powered while the SW2 pushbutton is held. Press and
hold it always when you are plugging an IQRF transceiver to or you are unplugging it from the SIM
connector of CK-USB.
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1.1.1.2 DK-EVAL

This development kit is supplied from the internal accumulator (battery) or from an external power
source via micro USB connector XC3 which also serves as a charger. Charging is indicated by red
LED3. The accumulator (battery) should be kept charged. Charging takes up to 8 hours when the
battery was empty. You can use a power supply expansion slot

(https://www.igrf.org/products/accessories/power-supplies/dk-pwr-01) so you can charge all
batteries at once.

The TR transceiver is supplied when jumper JP1 is turned on.
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SW1 is a User pushbutton which is connected to pin C5 of the transceiver. It will be used here for
bonding (adding to a network) in next steps.

SW2 is a Reset pushbutton. A transceiver is disconnected from the power supply when the SW2
pushbutton is pressed.

XC3 XC1

VIN
n.c.
C2
GND
VBAT
C1

C5
C6
C7
C8

JP1

DK-EVAL-04A
Vv 1.01

Caution: SW2 must be pressed always when you are plugging or unplugging the transceiver to/from
the SIM connector.

Find details about this tool here: https://www.igrf.org/products/development-tools/development-
kits/dk-eval-04a.
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1.1.1.3 IQRF Transceiver

TR-72DAT (version of IQRF transceivers with temperature sensor and an on-board antenna) is a
family of IQRF transceiver modules operating in the 868 MHz and 916 MHz license-free ISM
frequency band. It is a highly integrated ready-to-use design containing MCU, RF circuitry,
integrated LDO regulator, serial EEPROM, temperature sensor and an on-board antenna.

IQRF
Transceiver

Press and hold the SW2 button (Reset button) on a CK-USB or DK-EVAL always when you are
plugging an IQRF transceiver to or you are unplugging it from the SIM connector. Be sure you
connect an IQRF transceiver into a CK-USB or DK-EVAL in the right direction (the antenna is outside
the SIM connector).
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1.1.1.4 DDC-SE

A sensor development kit contains a potentiometer for voltage measurement, a photoresistor for
light intensity measurement and a Dallas 18B20 temperature sensor. Connect pins 1 and 2 with a
jumper to select reading values fromthe Dallas 18B20 sensor. Connect DDC-SE with DK-EVAL to be
charged and to read values from it through the IQRF transceiver. It is compatible with other DDC
(Development Daisy Chain) kits.

Connect pins
land2to
enable Dallas

N
Potentiometer

for voltage
measurement

Photoresistor
for light intensity
measurement

Dallas
temperature
sensor

1.1.1.5 DDC-RE

A relay development kit contains two bistable (latching) relays. Connect this tool to DK-EVAL to be
charged and with the IQRF transceiver to control the relays. It is compatible with other DDC
(Development Daisy Chain) kits.

Two
bistable
relays
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1.1.1.6 KON-RASP

This is an adapter for a connection of an IQRF wireless transceiver to the UP board. It will be
described in more detail in Part 2 — IQRF Gateway.

)/ KON-RASP
adapter

\ /
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1.2 Create the IQRF Network

1.2.1

IQRF IDE installation

If you haven’t done it yet, download the startup-package from www.igrf.org/support/download
and install the last version of the IQRF IDE. There are two downloads — the IQRF Startup package

and the IQRF IDE, and the IQRF IDE needs to be installed.

(@5

‘"

-
o

Home About Technology Products Support Sales

Technology for wireless

Connecting devices to loT via wireless mesh networks

Video tutorials
How to start - 1st design

Code examples

Application notes

MID cloning

¥ Basic materials

» Brochures

¥ Operating system

» Development / service SW
P Transceivers

¥ DPA

» Communication protocols
P Gateways

¥ Routers

¥ End devices

¥ Development kits

P Development sets

P Accessories

In the startup package, in the Examples/DPA/loT-Starter-Kit-01 folder, you will find the loT-

StarterKit-01-demo file.

Double-click the file to launch the IQRF IDE with all necessary files.

<« |QRF_05403_7xD » Examples » DPA » |oT-Starterkit-01

lme

=| 'ReadMe
|=| DPA-config

Home » Support » Downloads

Downloads

Search in Downloads Q

Baslc materials
] IQRF Quick start guide
) Pricelist

3 IQRF Startup package, OS v4.03D for TR-7xD

» Archive

Brochures
] IQRF Technical Guide
) IQRF Tech leaflet

) IQRF Low power leaflet

» Archive

Operating system
] IQRF 05 v4.03D User's guide for TR-7xD

‘@ IQRF OS5 v4.03D Ref. guide for TR-7xD

» Archive

Development / service SW

[ IQRF IDE v4.49

3 IQRF IDE Command v1.02

@ IQRF Code specification and encoder/decoder

£3 IQRF USB drivers - Custom and CDC

» Archive » More

Transcelver modules

% TR-72D datasheet

) TR-76D datasheet

s

| | DPA-macros_181017.igrfmer
| IoT-Starterkit-01-demo.igrfprj

Note: The IQRF IDE environment is tested for Windows 10, Windows 8.x, Windows 7 and Vista.
Windows installation in a virtual machine is not tested and it is not recommended. The following

minimum configuration is required to run IQRF IDE:

DPA

%) DPA Framework Technical guide v3.03

w | T Preigci loT-5tarterkit-01

Datum spremembe  Vrsta

[R=] ol (=]
(=] [==]

(=]

2. 11.
LT,
.11,
2. 11.

2018 00:48
2018 00:48
2018 00:48

2018 00:48

Bezedilni dokument
Dokurnent XML
Datoteka IQRFMCR
Datoteka IQRFPR]

Velikost

1KB
KB
14 KB
43 KB
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o
e 512 MB memory

e 30 MB of hard disk space

e 1 USB port

o

e Internet Explorer 7.0 or higher or other

1.2.2 IQRF Nodes

1.2.2.1 Node #1 — connected to sensors

—~—
eun

Processor PC-compatible running on 1 GHz or higher

Vista, Windows 7 (32 bit, 64 bit), Windows 8.x (32 bit, 64 bit), Windows 10 (32 bit, 64 bit)

suitable browsers for Help

Press the SW2 button (Reset button) on a CK-USB always when you are plugging an IQRF

transceiver to or you are unplugging it fro

m_ the SIM connector. Connect the CK-USB

programmer to your computer (on the picture below it is marked with a red box) and insert the

first transceiver.

File Edit View Project Programming Debug USBDevice Tools Window Help

RED WP @ @ DIATRLAGDE | B2 D R oy

o=l

Froject ~ @ X Terminal - X B
& IoT-StarterKit-01-demo =
= TR Module Terminal Mode: Terminal  SPITest  DPA Test g
.4 TR-72Dx (05 4.030) 8
. [2] DPA version: 3.cx r D“rt" to send —
N
] Auto Upioad NADR PNUM  PCMD  HWPD PDATA v
“-[] RF Programming 0000 [H|= OO0HIS 00 HIS FFFFHIS H|v send |3 g
£ [3] sor [0/56] E
D@"r:mmz DDC-5E01 [] Auto Repeat 10 -2 x 100ms =
| o
C02_BinaryOutput Template.c: é
O ut HEX a Macros
= [ &) Plug-ins
[] HWP-Coordinator-STD-SPL7xD-V303-181025.0] [ Send Macro Directly
HWP-Node-STD-7xD-V303-181025.ar
- Smc ‘;: . " r Coordinator | Nade | 0S, Peripheral infa | Memories | /O pins | Temp, UART, SP1 | FRC | LED | Autonetwork embedded | IoT Starter KIT
7 onfiguration
® {§ DPA-configxmi Get number of Nodes Get bonded Nodes | Get discovered Node~ Authorize bond
= §& Important Files
- [ Quick_Start_Guide_IQRF_181018.pdf Bond new Node Remove bonded Nod~ Re-bond Node Clear all bonds
- [£]] Tech_Guide_DPa-Framework-203_181025.pdf Run dis Set ho DPA : testi oPA . f
£ 1ORF Standard Manuals.url un v ps params: ng params: norma
IQMESH Network Manager RS

Qa5 4

Coordinator Address:

A @ @

32 T - ez none el b A

 control i MapView ] Table View
~
& 1ovesH Bonding
Local ~ Remote  Smart
2ty DPA Params
Address: 1 Auto address Bond Node

I Backup
.}b Upload

Only in Coordinator

Unbond Node | Clear All Bonds Rebond Node

Discovery

TX power: 3

@ TR Config (

Max. Node address: 239 = Discavery ‘

5, Maintenance

Nodes Info
{ Bonded Nodes: 0

B Documents . CATS Service Tooks [ Terminal Lo [Rale Al Tl

Module ready - communication mode

On the left-hand side, you double-click on the configuration. Don’t change the selected channel 52
because all devices you will connect to the network later will have the default channel 52 as well.
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8 [ Source - [0/56]
10
©® [ o0z oo seote \ O Auto Repeat + x100ms
Q) [2) 0C02_BinaryOutput-Tempiate.c
[ B output HEX & Macros TR Configuration
E [ ) Plug-ins N 4 5
[ HWP-Coordinator-STD-SP-74D-V203-161025.0 L] Send Macro Directly — | ° Filez DPA-config = j' H g u Q DPA version: 3. ~
HWP-Node-STD-7xD-V303-181025 iarf P
= Smm“ﬁgmm" Coordinator  Node = OS, Pt 0s HWP 1 Security Description r KIT
(9)) 4 Do config ] Get number of Nodes [ RF RFPGM
E & Important Files 0O
Enable after reset
(] Quick_Start_Guide_IGRF_181018.pd7 Bond new Node Rzt
--[2] Tech_Guite_DPA-Framework-303_161025.pat e <& channel A: Termination after ~1 minute
£ 1QRF Standard Manuals url & : ermination by MCU pin
RE channel B: Dual channel
1P mode
Incarrect upload *
af twork Manager
Coordinator Address: 0 | [ TRPeripherals ——————————— 1y50 f10m 6 to 67 (868 MHz band) alowed only ! ‘ =) iﬁ m
3 for TR7xD. -
Thermometer or
s Control Map Vi
2 Control i ey External EEPROM ® 2 Value from 189 to 255 (916 MHz band) alowed
only for TR-7xD with IQRF OS 3.08D or above. ~
e quesn Bondin{ g o

2 Value 16 (432 MHz band) allowed only for

TR-7xD with IQRF 05 3.08D or above.
4_l.j DPA Params .
Used at RFPGM only.

s
Read g
@ esck ot
[y Upload Default Imvwmuad Upload I Close I
TR Conf
() TR ( X power: 5 Max. Node address: 239 = Discovery

On the DPA tab, allow the usage of a Custom DPA Handler because you will upload one into the
transceiver in one of the next steps.

TR Cenfiguration X
File: DPA-config <;I _T" H H u Q DPA version: 3.
05 HWP @ Security Description
~ Embedded peripherals - RF
| 10 TX power:
%
EEPROM THERMOMETER RX filter:
CJuarT
LEDR FRC LP RX timeout:
<EbE RF channel 2nd network:
[1sp1
Alternative DSM channel: 2
 DPA Interface - Other
UART interface baud rate: (9600 Bd Custom DPA Handler
110 setup
[I Node DPA interface
[ Autoexec
[ Routing off

l\I’alld only for DPA 2.03 or higher.
?see S tab note 1, 2, 3.

[ Allow peer-to-peer
[ stay awake when not bonded g

On the Security tab, you can set your access password. Don’t forget that the same access password
must be configured in all devices in your network including the coordinator. The user key is for
optional payload data encryption, but this is something we will not use now.
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File: DPA-config @ P"HRA Q Q DPA version: 3. v

05 HWP T Security Description

] Access I d

Format:

Value: |IIIIIIIIIIIIII &

Password strength: Strong 14/16

] User Key

Format: (ASCII

Value:

0/16

! Blank entry leaves the value default. [J show passwards
For upload only.

Save the configuration by clicking on the Save button and close it.

Next, select the Node plugin (HWP-Node-...) so the transceiver supports the DPA protocol and
features.

=[] [ Plug-ins
|:| HWP-Coordinator-STO-SPL-7=0-4 303181025 igrf
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Custom DPA Handler is used to customize the behavior of a transceiver. In the DDC-SEQ1.c Custom
DPA Handler “c file” you will find the source code that is written according to the IQRF
Interoperability standard. To compile the source code, click on the Build button or push F10.

54 1oT-Starterkit-01-demo [Edit] - IQRF IDE 449
‘Elle Edit View Project Programming Debug USBDevice Tools Window Help

BuEE L IEE G G | DBV LA HE | B DD K| v raem 2 =2

Project T Bx
& IoT-StarterKit-01-demo
= TR Module Terminal Mode: Terminal ~ SPI Test  DPA Test
L4 TR-72Dx (O 4.03D)
- [ oPA version: 3.xx " 00D2_DDC-SEDT.c - Beleznica - o x
[ Auto Upioad Datoteka Uredi Oblika Pogled Pomot
. [] RF Programming I// ~
= [ source //  Custom DPA Handler code example - Standard Sensors - DDC-SE-81 =
i"{@) [£) 0002_DDC-SE01 ¢ 7
H | 0C02_BinaryOutput Template.c // Copyright (c) IQRF Tech s.r.o.
[] & Output HEX /7
] i Plug-ins /7 File: $RCSFile: ©9002_DDC-SE@L.c,v $
+~[[] HWP-Coordinator-STD-SPHTXD-V303-181025.arf ll // Version: $Revision: 1.19 $
WP-Node-STD-TxD-V303-181025.igrf // Date: $Date: 2018/18/25 ©9:51:28 $
=] TR Configuration /7
*-(@ '@ DPA-config.xml // Revision history:
£ @ Important Files //  2018/18/25 Release for DPA 3.03
i.-[E]] Quick_Start_Guide_IQRF_181018 pdf //  2017/11/16 Release for DPA 3.82
i..[F1| Tecn_Guie_DRA-Framework-303_181025.pdf /{  2817/88/14 Release for DPA 3.01
‘- IORF Standard Manuals.url ;‘;‘

// Online DPA documentation http://wwu.igrf.org/DpaTechGuide/

// This example implements 4 sensors according to the IQRF Sensors standard

// 1st sensor is on-board TR temperature sensor.

// 2nd sensor is either Dallas 18B28 or MCP9882 temperature sensor at DDC-SE-81 board (according to the HW jumper p
// 3rd sensor is light intensity indicator at DDC-SE-@1 board (value range is @[max light]-127[max dark]).

// 4th sensor is potentiometer walue at DDC-SE-81 board (value range is @[left stop]-127[right stop]).

// Default IQRF include (modify the path according to your setup)
#include "IQRF.h"

// Default DPA header (modify the path according to your setup)

#include "DPA.h"

// Default Custom DPA Handler header (modify the path according to your setup)
#include "DPAcustomHandler.h”™ v
<

Make sure you have all three files selected - the HEX file of the DDC-SEQ1 Custom DPA handler,
the Node hardware profile and the configuration. Upload the selected files using the Upload
button or by pushing F5.

|E|Ie Edit View Project Programming Debug USE Device Tools Window Help

2 L 2¥E | @& & DQIBUVLAGHE

Project
& IoT-StarterKit-01-demo
=/ TR Module Terminal Mode: Terminal ~ SPITest  DPA Test
o TR-72Dx (05 4.030)
-.[«] DPA version: 3.0 Data to send
-.[] Auto Upload - NADR PHUM PCMD HWPID
[ RF Programming 0000 4|2 00/H|Z 00/H = FRFF[H 2
- q--g"EDDDZ_DDCFSEm_c [] Auto Repeat 10 == x 100ms
0C0Z_BinaryOutput-Template.c
= Output HEX A Macros
=] i Plug-ins [ send Macro Directly

i [] HWP-Coordinator-STO-SPH7x0-V303-181025.igrf

HWVP_Node.STD7xD- V303151025 iarf Coordinator | Node | OS, Peripheral info | Memories
| HWP-Mode- x S.iqr

= [ [£] TR Configuration Get number of Nodes Get bonded Nodes
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For a safe replacement of a transceiver, press and hold the Reset button (SW2) on your

programmer. Now remove the connected transceiver and place it next to the Sensor kit.

XC3 XC1

Vin
Vout
C2
GND
+3.3V
C1

C5
C6
Cc7
Cc8

ﬁ
|
3|

T -
]

T -
=
(V]

=

z e

o=

-

(ol

=
R
; u
o
o
.
-

]

Reset button

1.2.2.2 Node #2 - connected to relays

Insert the second transceiver. Keep the same configuration and the same hardware profile. Compile
the BinaryOutput Custom DPA Handler designed to control the relay kit and upload these three files
to the second transceiver.

File Edit View Project Programming Debug USB Device Tools Window Help
2D LI G E DI LTLABGBE B DD R oesor v
Project jalll TR Configuration x -

& IoT-Starterkit-01-demo
& TR Module File: DPA-config @ PEHEA QL oraversion: 3 -
..« TR-72Dx (05 4.030)
DPA version: 3.3 0s HWP @ Security Description =
[ Auto Upload ~ Embedded peripherals - RF
L. REP i =
=g L] e Programming [ EEPROM Mo TX power:
Source
@ [F] 0002_DDC-SE01 EEEPROM THERMOMETER T
) RAM CuarT E
LEDR m LP RX timeout:
=EIE RF channel 2nd network: :
) ) [Jsp1
[] HWP-Coordinator-STD-SPH7xD-V303-181025.igrf Alternative DSM channel: 2 B o
HWP-Node-STD-7xD-V303-181025 igrf R
TR Configuration T-.Ze bo
"..(@ T DPA-config.xml ~ DPA Interface  Other -
E & Important Files UART interface baud rate: |9600Bd Custom DPA Handler all bor
5] auick_start_Guide 1RF_151018.pf . 10 setup .
5 Tech_Guide_DPA-Framework-303_181025.pdf [Jnode DPA interface O aut -
8 IQRF Standard Manuals.url Ltoexec =
[ Routing off
*viald only for DPA 3.03 or higher. [ Allow peer-to-peer
2
See OS tab note 1, 2, 3. [ Stay awake when not bonded *
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1.2.2.3 Node #3 - repeater

For a safe replacement of a transceiver, press and hold the Reset button (SW2) on your

programmer. Replace the second transceiver with the third one This transceiver will work only as a
repeater, so it won’t contain any Custom DPA Handler. Uncheck the Custom DPA Handler checkbox
in the Configuration window. Don’t change any other parameters here. Upload the configuration

and the Node hardware profile to the transceiver. Do not upload a HEX file here.

5% loT-StarterKit-01-demo [Edit] - IQRF IDE 4.44

Project
& loT-StarterKit-01-demo

= TR Module

& TR-72Dx (OS 4.02D)

Upload button

,J j H E u Q DPA version: 3.Xx v

DPA version: 3.01 0S DPA @ Security Description
Auto Upload
(] Ao - Embedded peripheral - RF
[] RF Programming
= [3) Source [] EEPROM 10 TX power: 7 &
O [5) 0002_bbC-SE01.C (4 EEEPROM THERMOMETER
RX filter:
® E 0C02_BinaryOutput-Template.c RAM (] UART
= [J b4 Output HEX 1 LEDR LP RX timeout:
(O 0002_DDC-SE01.hex [Irre
(® 0C02_BinaryOutput-Template.hex LEDG RF channel 2nd network: |42 - $
5 [ i) Plug-ins L spr Uncheck the A 2
[ ] HWP-Coordinator-STD-SPL7XD-V301-1 /(N de hard N l Custom DPA Handler I
HWP-Node-STD-7xD-V301-170814 iarf L ode hardware profile| 7
=l [T TR Conmgaraton - - Other /
® '@ DPA-config.xml Configuration J:aud rate: 19600 Bd [] custom DPA Handler
’ ‘ - /10 Setup
[ Node DPA interface e e
1.2.3 IQRF Coordinator

For a safe replacement of a transceiver, press and hold the Reset button (SW2) on your

programmer. Now remove the third transceiver and insert the last one which will work as a
Coordinator.

In the configuration, enable the FRC - Fast Response Command used for fast data collection. This
is a peripheral of the coordinator, so it doesn't make sense to enable it in the Nodes. We will not
upload any Custom DPA Handler to the Coordinator, so there is no need to enable it. Save the
configuration and close it.
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| File Edit View Project Programming Debug USB Device Tools Window Help
P40 JPE. @ @/ DIV LA PR B[P DA e
Project fadll TR Configuration * -

& IoT-StarterKit-01-demo .
5 TR Module ' File: DPA-config D P B R oeaversion: 3xc -
. TR-72Dx (0S 4.030)
_____ DPA version: 3.0c 0s HWP @ Security Description E—
..... ] Auto Upload _ Embedded peripheral _RF
. DSDD RF Programming EEPROM 0 TX power:
urce
® [5) 0002 0DC-5E01 EEEPROM THERMOMETER s
O (5] 0c02_BinaryOutput Template.c RAM [JuarRT | —
= [] ) Output HEX LEDR FRC LP RX timeout:
(@ 0002_DDC-SE01.hex [ LEDG —
= ) Plug-ins - RF channel 2nd network:
+[7] HWP-Coordinator-STD-SPHFD-V303-181025.kar et BE e 2 r—
[[] HWP-Hode-STD-7xD-V303-181025.iarf —
= TR Configuration lize bonc
@® © DPA-configxml - DPA - Other =
5 @ Important Files UART interface baud rate: 9600 8d v [ Custom DPA Handler bands
51 Quick_Start_Guide_IORF_181018.pdf 10 setup —
[5/] Tech_Guids_DPA-Framework-303_151025 pdf [Inode DPA interface O B
£ (QRF Standard Manuals.url UFoexee =
[ Routing off
* valid only for DPA 3.3 or higher. [ Allow peer-to-peer
2
See OStabnote 1, 2, 3. [ stay awake when not bonded *

Select the coordinator hardware profile and the configuration and upload them.

5% loT-StarterKit-01-demo [Edit] - IQRF IDE 4.44
File Edit View Project Programming

dE) W 2P,

Project
& loT-StarterkKit-01-demo

- TR Module

«® TR-72Dx (0S 4.02D)

DPA version: 3.01

[] Auto Upload

{T] RF Programming
= [£) Source

O [9 0002_DDC-SEO01.c

@ [£) 0c02_BinaryOutput-Template.c
= [] §&) Output HEX

O 0002_DDC-SE01.hex

(@ 0C02_BinaryOutput-Template.hex
= [ i Plug-ins

B Device Tools  Wind¢

.V

¢

Upload button

Coordinator hardware profile ’

= [Z] TR Configuration
I© & DPA-config.xmi Configuration ’

Now you have your coordinator ready so leave it connected to your computer through the
programmer.
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1.2.4 Bonding and unbonding
Adding a node to a network is called bonding. Removing a node from a network is called unbonding.

For a safe replacement of a transceiver, press and hold the Reset button (SW2) on the evaluation

board. Put the prepared transceivers into the evaluation boards and switch them on with the
jumpers.

L Switch ON with jumperj

IQRF
Transceiver

DK-EVAL

If the red LED on the IQRF transceiver is flashing, it means it has no previous bonding information
stored. If this is not the case, you must unbond the node. We will do it here manually.

1.2.4.1 Unbonding

You can unbond the node by following this procedure: press both Reset (SW2) and user (SW1)
buttons on the evaluation board, release the Reset button. The green LED now lights for 1 second.
Once it goes out you have half a second to release the user button. If the Red LED starts blinking,
your node was successfully unbonded.
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Step 1 Step 2 Step 3
- hold both buttons - release the SW2 button - release the SW1 button as soon
- green LED lights as green LED turns off (within 0.5 s)
- red LED is blinking for 10 s
XC3 XC1 XC3 XC1 XC3 XC1

VIN
n.c.
Cc2
GND
VBAT
C1
C5
Cé
c7
Cc8

VIN
n.c.
c2
GND
VBAT
C1
C5
Cé
c7
c8

VIN
n.c.
Cc2
GND
VBAT
C1
C5
Cé
Cc7
C8

JP1 JP1 JP1

Once you have all three nodes ready, delete any residual bonding information from the coordinator.
Click the Clear All Bonds button on the IQMESH Network Manager — Control tab.

IGMESH Network Manager

Coordinator Address: (= @ ?‘u}\\.' 5:“)\\._ :}\\_’

15/ R - o

Ak Control 42 Map view ;| Table View
ﬁk IQMESH - Bonding
Local Remote Smart
= DPA Params
Address: 1 = Auto address Bond Mode
m Backup
Only in Coordinator Unbond Node Clear All Bonds Rebond Mode
% Upload
~ Discovery
TR Confi
@ 9 TX power: 3 = Max. Node address: 233 -2 Discovery
O\\‘p Maintenance
~ Nodes Info

Bonded Nodes: ]
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1.2.4.2 Bonding
Now build your wireless network
listening for a new Node request.

. Click on the Bond node button to run the Coordinator

File Edit View Project Programming Debug USEDevice Tools Window Help

B W Lt -

Project > 1 x
& ToT-StarterKit-01-demo
= TR Module
| 4 TR-72Dx (05 4.03D)
[ 7] DPA version: 3.03
i [ Auto Upload
*..[] AF Programming
= [£] Source
(@ [£] 0002_DDC-SED1 ¢
() [E] 002_BinaryOutput-Template ¢
=[] [ Output HEX
@ 0002_DDC-SE01 hex
= [ [ Plug-ins
! HWP-Coordinator-STD-SP-7xD-V303-181025.iqrf
D HWP-Node-STD-7xD-V303-181025.igrf
2] TR Configuration
@ 1 DPA-config:xml
& Important Files
%] Quick_Start_Guide_IQRF_181018.pdf
5 Tech_Guide_DPa-Framework-203_181025 paf
47 1RF Standard Wanuals.url

C/DIVRLAGHE | R DR o omiem

Terminal

Terminal Mode: Terminal =~ SPITest  DPA Test

(-~ Data to send
{' NADR

0000 [R|12

PHUM
00 H

PCMD

e

HWPID
FFFF 2

PDATA

[] Auto Repeat 10 -2 x 100ms

4 Macros

-0 send Macro Directly

Coordinator | Node | 0S, Peripheral info | Memories | /0 pins | Temp, UART, SPI | FRC | LED | Autonetwork embedd

Get number of Nodes Get bonded Nodes Get di d Node~ Authorize bond

Bond new Communication in Progress l Clear all bonds
Rundise{ g gonding 1o address: Auto ] DPA params: normal

Processing

IGMESH Network Managt

Coordinator

2 Control 47 Map View [ Table View
?.k IQMESH ~ Bonding
Local Remote  Smart
k3 opa params
Address: 1 Auto address Bond Node

ﬂ Backup
\:-"b Upload
@ TR Config

% Maintenance

Only in Coordinator Unbond Mode Clear All Bonds Rebond Node

TX power: 5 Max. Node address: 239 = Discovery

Nodes Info

[

Bonded Nodes:

During this ten-second period, press the User (SW1) button on the evaluation board with the

transceiver configured for communication with the sensor kit.
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4 Macros

~[] Send Macro Directly

Coordinator | Node | 05, Peripheral info | Memories | I/O pins | Temp, UART, SP1 | FRC | LED | Autonetwork em

Get number of Nodes Get bonded Nodes Get discovered Node~ Authorize bond

Bond new Communication in Progress | Clear all bonds

Run disc{  » Assigned address: 1 DPA params: normal

2k Control 32 Map View i ] Table View

?ak IQMESH Bonding

Local Remote  Smart
,{3 DPA Params

Address: 2 = Auto address Bond Mode
@ Backup

Only in Coordinator Unbond Node Clear All Bonds Rebond Mode
I{b Upload

Discovery
@ TR Config O - l

Bond the transceiver with the Custom DPA Handler for communication with the relays as node
number 2 following the same procedure. The last transceiver will be bonded as number 3.

Click on the Refresh button (rounded arrows) at the top of the IQMESH Network Manager
window. Then you can see the current network in the Map View.

IGMESH Network Manager

Coordinator Address: 1 © (&) # @ @ @ 3 T - rie:none HEHE DR

4 Control $ Map View D Table View
Zones: 0 Bonded Nodes: 2 Discovered Nodes: 0 View: VRN ~ [ Selective FRC
Zone o

X

B Documents . CAT LR - R Y ETIIGRE 11T (QMESH Network Manager

1.2.5 DDCkits adding
Connect node number 1 to the sensor kit and node number 2 to the relay kit. Connect pins 1
and 2 on the sensor kit with the jumper to select the Dallas temperature sensor.
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Connect pins
land 2to
enable Dallas

1.2.6 Discovery

Now place the nodes on their final destination and run discovery. Discovery will automatically set up
routing topology of the network.

Communication in Progress

" Discovery (Discovered Nodes: 2) _

IGMESH Network Manager

Coordinator Address: =

2k Contral 37 Map View
ap _
IQMESH ~ Bonding
Local Remote Srmart
4 DPA Params
Address: 3 = Auto address Bond Mode
@ Backup
Only in Coordinator Unbond Mode Clear All Bonds Rebond Node
‘e Upload
~ Discovery
™ TR Confi . .
@ : TX power: 5 = Max. Mode address: 239 -2 Discovery
‘\\a Maintenance
~ Nodes Info
Bonded Modes: 2 <1,2>

ervice Tools B8 Terminal Log $ IQMESH Network Manager _

Check the Map View again. Discovered nodes have virtual routing addresses and are marked with
blue color.
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IGMESH Network Manager

Coordinator Address:  © © (&) # @ @ @ 1 5 T3 - fe:none HEHE 28

4 Control $ Map View D Table view

1 x

Zones: 1 Bonded Nodes: 2 Discovered Nodes: 2 View: VRN ~ [ Selective FRC

Zone

1.2.7 Test the wireless communication

1.2.7.1 Terminal log
Go to the Terminal log located at the bottom of the IQRF IDE next to the IQMESH Network
manager and clear the current log.

Terminal Log - 1 x
View: [] Last Record Marker | Separator: [ ] Horizontal [/ Vertical Data Displaying NN F 4
| une | Tme | Rxmx| Length | Data HEX DPAMe... | Error NADR PNUM | PCMD |
1 22:07:09.270 | Rx 20 00. 00. FF. 3F.00.00. 80.00.02. 03. 00. FD. 26. 00. 00. 00. 00. 00. 00.01. Asynchronou 0x00 Coordinator| OxFF Peripheral enumeration| 0x3F Peripheral enumeration

00:25:06.837 | Rx 20 00.00. FF. 3F. 00. 00. 80. 00. 02. 03. 00. FD. 26. 00. 00. 00. 00. 00. 00. 01. Asynchranoy 0500 Coordinator| OxFF Peripheral enumeration| 0x3F Peripheral enumeration
00:25:32.537 | Rx 20 00.00.FF. 3F. 00. 00. 80. 00.02.03. 00. FD. 26. 00. 00. 00. 00. 00. 00. 01. Asynchronou 0300 Coordinator| 0xFF Peripheral enumeration| 0x3F Peripheral enumeration

2
3
4 00:25:42.333 | Rx 28 00.00. FF. 3F.02. 00. 80.00.02.03. 01. FD. 26. 00. 00.02. 00. 01. 00. 01. 00. 00. 00. 00. 0| Asynchronou 0500 Coordinator| OxFF Peripheral enumeration| 0x3F Peripheral enumeration
5 00:26:40.843 | Rx 28 00.00.FF. 3F.02. 00. 80. 00.02.03. 01. FD. 26. 00. 00. 02. 00. 01. 00. 01. 00. 00. 00. 00. 0 Asynchronou 0300 Coordinator| 0xFF Peripheral enumeration| 0x3F Peripheral enumeration
6 |00:31:23.512 | Rx 28 00.00.FF. 3F.02. 00. 80. 00.06.03. 01. FD. 26. 00. 00. 02. 00. 01. 00.01.00.00. 00.00. 0 Asynchronoy CRCS | 0x00 Coordinator DxFF Peripheral enumeration| 0x3F Peripheral enumeration
7 |00:31:38.734 | Rx 28 00.00.FF. 3F.02. 00. 80. 00.02.03. 01. FD. 26. 00. 00. 02. 00. 01. 00. 01. 00. 00. 00. 00. 0 Asynchronou 0300 Coordinator| 0xFF Peripheral enumeration| 0x3F Peripheral enumeration
8 00:31:56.953 | Rx 28 00.00.FF. 3F.02. 00. 80.00.02.03. 01. FD. 26. 00. 00. 02. 00. 01. 00. 01. 00. 00. 00. 00. 0 Asynchronou 0x00 Coordinator| 0xFF Peripheral enumeration| 0x3F Peripheral enumeration
9 00:32:16.592 | Rx 28 00.00.FF. 3F.02. 00. 80. 00.02.03. 01. FD. 26. 00. 00. 02. 00. 01. 00. 01. 00. 00. 00. 00. 0 Asynchronou 0300 Coordinator| 0xFF Peripheral enumeration| 0x3F Peripheral enumeration
0

01:33:15.701 | Rx 20 00.00.FF. 3F. 00. 00. 80. 00.03.03. 00. FD. 26. 00. 00. 00. 00. 00. 00.01. Asynchronou 0x00 Coordinator| 0xFF Peripheral enumeration| 0x3F Peripheral enumeration

B Documents *\. CATS Service Tools [|SRERITEINRNN 75 IQMESH Network Manager

1.2.7.2 Macros
On the loT Starter Kit macro tab, there are prepared macros containing commands for Custom
DPA Handlers used in the Starter Kit.

Usually, you have to resize the upper panel manually or none of the command buttons will be
visible. After a command button is pressed, you must hit the Send button or you can select the
checkbox in the macro window to Send Macro Directly.

Select the first macro that contains the command to read all sensory data from the sensor kit
connected to node number 1.
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Terminal

Terminal Mode: Terminal SPITest  DPA Test

Data to send

-f' NADR PHUM PCMD HWPID PDATA
o000 g |2 oofp|2! ool FRRRH2

[] Auto Repeat 10 === % 100ms

4 Macros

~[] Send Macro Directly

SE-all-data
RE1-off, RE2-off

RE1-on

Coordinator | Node | OS, Peripheral info | Memories | IO pins | Temp, UART, SP1 | FRC | LED | Autonetwork embedded IoT Starter KIT

FRC-temperature 28 FRC-photoresistor FRC-potentiometer

RE1-on,RE2-on RE1-on,RE2-off RE1-off,RE2-on

RE1-off RE1-on 1s RE2-on 2s

1.2.7.3 DPA packet parts
Note the individual parts of the DPA packet. The first part is the network (logical) address of

the node you want to communicate with. Here we use the logical address #1 which
corresponds to the node with the sensor kit.

5E is the hexadecimal representation of the Standard sensor peripheral. The number 01 in the
peripheral command field corresponds to the command for collecting types of sensors and their
values. The FF.FF in the hardware profile ID field indicates that there is no hardware profile

filtering.

In the PDATA field, there is a bitmap of maximum 32 sensors you want to communicate with on the
specific node. Here we want to read all sensors available.

Terminal

Network
(logical)
address

Hardware
profile ID

Peripheral
command

Bit map of

max 32 sensors

VY
~ | FrrF || = |FF.FR.FF.FF.
[] Auto Rep —_—— x 100ms
number

Send the command and see the ongoing communication in Terminal Log.

Page 25



—~—
—
‘oL

Terminal

Send the

Terminal Mode: Terminal  SPITest DPA Test
Data to send

' NADR PNUM PCMD HWPID PDATA

0001 4|2 SE|W|2 01H|2l FFFF|H 2] FEFFFRFF. Ongoing

[ Auto Repeat 10 -2 x100ms communicaﬁon

command

Terminal Log * 3 Xx
View: []Last Record Marker | Separator: [ JHorizontal [Vertical | [] Data Displaying P4
Line Time Rx/Tx Data HEX | DPAMe... | Error | NADR | PNUM | PCMD |

A 1 08: .889 AE3 10 V Request 0x01 Node 1 0xSE Standard Sensor 0x01 Read sensors with types

2 08: .893 R 11 Confirmation 0x01 Node 1 OxSE Standard Sensor Ox01 Read sensors with type:

3708:02:03.026 RX 1§ Response 0x01 Node 1 Ox5€ “Standard Sensor 0x81 Read sensors with types

X
Note: DPA protocol is in detail described here:

https://www.iqrf.org/support/download&kat=54&ids=511. The IQRF Standard manual is available
here: www.igrfalliance.org/techDocs/.

1.2.7.4 Inspect the packet

Double-click on the response to see the details of the sensor data. In the Packet Inspector, you can
see the values measured by the individual sensors and types of the sensors according to the IQRF
Interoperability Standard.

Packet Inspector

4

il

X

Last Record: [ |Any [ |Tx

[Jrx

Mode: DPA, Line: 3, Rx

Date: 07.11.2017
Time: 08:02:03.026
Length: 18

Version:  3.xx

= Protocok DPA ( Response )

NADR: 0x0001 00001 ( Node )
PNUM: OxSE 094 (Standard Sensor)
PCMD: 0x81 129 (Read sensors with types )
HWPID: 0x0002 00002 ( Microrisc s.r.o, DEMO_DDC_SE01)
ErrN: 0x00 Types and
DPA value: 0x56 values of
=l PDATA[10] sensors
[0] 0x01 00 Sensor[0] Temperature
[11 ox73
[2] oxo01 l Sensor[0] 23.2 °C l
[3] 0x01 001 (Data[3]) Sensor| 1] Temperature
[4 ox68 104 (Data[4])
[S] ox01 001 (Data[5]) | sensor{1] 22.5°c |
[6] 0x81 129 (Data[6]) Sensor| 2] Binary Data7
[71 ox69 105 (Data[7]) I Sensor[2] 105 I
[8] 0x81 129 (Data[8]) Sensor| 3] Binary Data7
‘8] ©Ox7F 127 (Data[9]) I Sensor[3] 127, I
% Data: [15] -

If you have more sensors of the same type in the network, you can collect the measured values at
once using the FRC (Fast Response Command). In the macros, three FRC commands are prepared
to collect temperatures, light intensity from photoresistors and potentiometer values.
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Packet Inspector
LastRecord: [Fany [JTx [JRx

v 0 X Terminal

= Mode:DPA, Line: 5, Rx

Date:
Time:
Length:
Version:

= Protocol: DPA (Response )
0x0000 00000 ( Coordinator

07.11.
08:02:

64
300

0x0D
0x80

0x0000 00000 (General

0x00

DPA value: 0x56
=\ PDATA[56]

[0
1
2
&)
4
[s]
(6]
]
(8]
&)
[10]
(13
12
(13
(14
(1]
[16]
a7
(18]

0x07
0x00

TR

ggaaaeeeese

The

2017
28,654

013 (FRC)
128 (Send)

000 (Errorno)

007 (FRCStatus)
000 (FRCData[0])
000 (FRCData[1])
112 (FRCData[2])
129 (FRCData[3])
001 (FRCData[4])
000 (FRCData[s])
001 (FRCData[6])
000 (FRCData[7])
000 (FRCData[s])
000 (FRCData[9])
000 (FRCData[10])
000 (FRCData[11])
000 (FRCData[12])
000 (FRCData[13])
000 (FRCData[14])
000 (FRCData[15])
000 (FRCData[16])
000 (FRCData[17])

FRC
response
detail

Mode: Terminal SPITest DPA Test

Data to send
f' NADR PNUM PCMD HWPID PDATA
0000 H || OD H s 00 H S FFFF|H S EO0.5E.01.00.00.

[] Auto Repeat 10 -2 x100ms

FRC
macros

A Macros

[J send Macro Directly

Coordinator | Node | OS, Peripheral info | Memories | /O pins TemE, UART, SP] C ED, PWM Autonetwork embedded IoT Starter KIT
Sk-all-data I FRC-temperature 2B FRC-ph FRC-p i I

RE1-off,RE2-of f RE1-on,RE2-on RE1-on,RE2-off RE1-off,RE2-on

23.0°C RE1-on RE1-off RE1-on 1s RE2-on 25

FRC not imp

FRC not imp

No FRC resp

Terminal Log
View: []Last Record Marker | Separator: [ ]Horizontal [ Vertical | [] Data Displaying

FRC

No FRC resp

| tne |  Time | RwmTx| Length | Data HEX response Error
No FRC 1 08:02:02.889 Tx 10 01.00.5E.01.FF.FF.FF.FF.FF.FF. Request

. 2 |08:02:02.893 Rx 11 | 01.00.5E FE.FE.FF.00.01.04.01.
3 08:02:03.026 Rx 18 01.00.5E.81.02.00.00.56.01.73.01.01.68.01.81.69.8 Response

No FRC resp e ——

[ 5 | 08:02:28.654 Rx 64 00.00. 0D. 80. 00.00.00.56.07.00.00.70. 81.01. 00. 01. 00. 00. 00. 00. 00. 00. 00. 00. OCResponse I
No FRC resp

other macros prepared here are used to control the two relays on the relay kit. You can test
individual commands and inspect the ongoing records in the terminal log. If everything works well,
you should be able to hear the clicks of your relays.

Terminal

Terminal Mode: Terminal

SPI Test  DPA Test

- send Macro Directly

Coordinator

- Data to send
-{' NADR PNUM PCMD HWPID PDATA
0002 H = 4B H : 00 H FFFF H : 0C.00.00.00.01.00.
[[] Auto Repeat 10 x 100ms

4 Macros

Node | OS, Peripheral info | Memories | I/O pins | Temp, UART, SPI | FR

Macros for

etwork embedded IoT Starter KIT
relays control '

SE-all-data FRC-temperature 2B FRC-photoresistor
RE1-off,RE2-off RE1-on,RE2-on RE1-on,RE2-off REl-off,RH-oE l
RE1-on RE1-off RE1-on 1s RE2-on 2s
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1.3 Status of the evaluation board (DK-EVAL)

If the evaluation board DK-EVAL is charged and turned on (the jumper JP1 is set) and you press the
pushbutton (SW1 or SW2), the appropriate red LED (LED1 or LED2) will light on. Otherwise, DK-EVAL is
discharged. LED3 is on during charging and switched off when fully charged.

XC3 XC1

-
S|
§

VIN
n.c.
Cc2
GND
VBAT
C1
C5
Cé6

Cc7
C8

SwWi1

Sw2

JP1

DK-EVAL-04A
V1.01

When you have your network created, you can use the features of the IQRF IDE environment to
show the supply voltage of the accumulator (battery) inside the DK-EVAL.

In the IQMESH Network Manager, click the arrow to drop the menu Perform selected operation and
select the Enumerate item. Then press the adjacent button to execute the command. Your network
will be enumerated and the nodes will be asked for detailed information.

In the Table View tab, you will find all detailed information about your network. In the Supply
Voltage column, you will find the information about the accumulator (battery) inside the DK-EVAL
boards. If the color is red (supply voltage less than 2.9 V), DK-EVAL should be charged.

IQMESH Network Manager

. ) 5 31 (= < e : \
Coordinator Address: 0 © (&) # @ =l el B2 1§ - Fe:none v = &A@ "E %
. Control 7 Map View ] Table view Run Discovery
N nformat R | O ol Nodes e

Address VRN Zone Discovered Accessible Resp( ®) Enumerate Version State  Version RSSI Supply Voltage

0 - - - \? - | © send FRC from DPA Test Terminal - 5 5 5 130 dEm 3, 00 72

2 3 T v o _ J () send Packet from DPA Test Termingl as Acknowledge Broadeast - its 2 2 2 2 o 2

i a P N B (2| Send Packet from DPA Test Terminal as Acknowledge Broadcast - Bytes
()| Send FRC Read temperature
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1.4 Summary

You have your IQRF network working and it is controlled by the IQRF IDE. Be sure you can collect
sensory data from DDC-SE and control the relays — see the chapter 2.7.

The next step is to make the UP board working as an IQRF Gateway. The installation and configuration
of the gateway is the subject of Part 2 — |IQRF Gateway.

Share your ideas and solve problems with others on the IQRF _ Forum.
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Install your IQRF Gateway

This step-by-step guide is prepared for the UP bord. However, with minor modifications you can use
the same process for any other Linux computer. First, we install an operating system on the UP
board. Then we will install and configure basic services. Last, we will read data and control the
development kits that are part of the UP-IQRF loT Starter Kit.

2.1 Operating system

2.1.1 Install Ubilinux

To install Linux, prepare a USB flash drive with a capacity of at least 4 GB, a keyboard, a mouse, a
monitor with an HDMI cable, and a connection to the Ethernet network.

wn | |
f " i

Download Ubilinux 4.0 for UP board and save it to your disk.

UBILINUX 4 FOR UP BOARD

5 now avallabie for UP, UP2 and
il and versatile ingel boaed that
4 10 Quichly develop new projects

ugh

s are avallable to purchase the

the UP Shop. Jowr UP Community 10 gain access 1o t

documentation and s L You can also download the ubiinux image
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Then, download the Etcher software for burning the image of the operating system to a USB flash
drive and install it.

After starting Etcher, select the image of the operating system and choose your USB flash drive to
burn it on.

© Etcher

© — A

ubilinux-...r-4.0.iso Verba...evice
Flash!

.

“ETCHER

After burning the image to the USB flash drive, connect it to the UP board. Your monitor,
keyboard and mouse should already be connected.

s i}
: ((((Q!_!'g_l

-,

(@Q R
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Connect the IQRF SPI board (adapter) to the GPIO pins right in the middle of the header of the UP

board (you don’t needto insert the coordinator here now) and turn it on.

If you have the operating system installed on your UP board already, press F7 at the beginning and
select booting from the USB flash drive. If there’s nothing on your UP board, the installation will start

automatically.

lect boot device:

Android-IA
ubilinux

Enter Setup

T and I to move selection
EMTER to select boot device
ESC fto boot using defaults

UEFI: “erbatimStore n EDhUSE APMAFP, Partition 1
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tarting to rest
Caloculating bit

Total Time:
"-:|||||'i|||_4. .

Fartclone s
C 1omed

ully restored the irage (

B1MB-rin,
orp leted?

to the Adewsd isksby-part labe 1.-F

- '-'|'||_| pa rt labe ]l oot

1.61GBmin,
L B

to the device (Adev-disk-biy panrt labe 1 oot )

1 total

After the operating system is installed, the UP board turns off. Then, remove the USB flash drive,

connect the UP board to the Ethernet network and turn it on again.

£
Pi
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2.1.2 Update UbilLinux

At this point, we have already installed the operating system. Log in to it with a default password —
ubilinux.

18:12 @
' =
Tuesday, December 12, 2017 umLmNUX

[ ]

Select your user and enter password

We need to get the operating system updated. Copy the command for the update and paste it into
the terminal.

sudo apt-get update && sudo apt-get -y full-upgrade

Accessories »
€ Education »
W Graphics »
@ Internet »
& office »

B sound & video  »

_4 System Tools [:\Terminal

Preferences > . QTerminal drop down

@ About LXQt Root Terminal

) Leave »
s Lock Screen

Search...

lly sends some data to Mozill
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Enter the default password — ubilinux for user ubilinux.

File Actions Edit View Help
ubilinux@ubilinux4: ~ €
ubilinux@ubilinux4:~$% sudo apt-get update && sudo apt-get full-upgrade -y

We trust you have received the usual lecture from the local System
Administrator. It usually bogils down to these three things:

#1) Respect the privacy of others.
#2) Think before you type.
#3) With great power comes great responsibility.

[sudo] password for ubilinux: |

2.2 MQTT Broker

2.2.1 Install MQTT Broker
Install the MQTT Broker by using this command.

sudo apt-get install -y mosquitto mosquitto-clients
2.2.2 Confirm the MQTT Broker is running
Verify that the MQTT Broker is running.

systemctl status mosquitto.service

ubilinux@ubilinux4:~$ systemctl status mosquitto.service
® mosquitto.service - LSB: mosquitto MQTT v3.1 message broker
Loaded: loaded (/etc/init.d/mosquitto; generated; vendor preset: enabled)

Active: active (running) since Tue 2017-12-12 18:22:07 UTC; 13s ago
Docs: man:systemd-sysv-generator(8)
CGroup: /system.slice/mosquitto.service
11771 /usr/sbin/mosquitto -c /etc/mosquitto/mosquitto.conf

2.3 IQRF Gateway Daemon

2.3.1 Install the IQRF Gateway Daemon
Install the IQRF Gateway Daemon. There are four commands that you need to enter into the
terminal. The time of the installation mostly depends on the speed of your internet connection.

sudo apt-get install -y dirmngr
sudo apt-key adv --keyserver keyserver.ubuntu.com --recv-keys

9C076FCC7AB8F2E43C2AB0E73241B9B7B4BDSFSE echo "deb http://repos.iqrfsdk.org/debian
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stretch stable" | sudo tee -a /etc/apt/sources.list.d/iqrf-daemon.list sudo apt-get update &&

sudo apt-get install -y iqrf-daemon

2.3.2 Confirm IQRF Gateway Daemon is running
Verify that the IQRF Gateway Daemon is running. Press Q to leave the listing.

systemctl status igrf-daemon.service

lubilinux@ubilinux4:~$ systemctl status iqrf-daemon.service

® iqrf-daemon.service - IQRF daemon iqrf_startup
Loaded: loaded (/lib/systemd/system/iqrf-daemon.service; enabled; vendor preset: enabled)
Active: active (rumning) since Tue 2017-12-12 18:23:37 UTC; 16s ago

Main PID: 13048 (iqrf_startup)
Tasks: 11 (limit: 4915)
CGroup: /system.slice/iqrf-daemon.service
L-13048 /usr/bin/iqrf startup /etc/iqrf-daemon/config.json

2.4 IQRF Gateway Daemon WebApp

2.4.1 Install IQRF Gateway Daemon WebApp
Now install the web application for the IQRF Gateway Daemon configuration. Copy and paste the
commands one after the other.

cd /home/ubilinux

git clone https://github.com/iqrfsdk/iqrf-
daemon-webapp.git c¢d iqrf-daemon-
webapp/install/

sudo python3 install.py -d debian -v 9

2.4.2 Confirm IQRF Gateway Daemon WebApp is running

Verify that the web application is running by typing a localhost address in your web browser on the
UP board. Log in as admin with the password iqrf.

http://localhost/en

e+ n O
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2.5 SPlinterface

2.5.1 Configure IQRF SPI interface

Now configure the connection to the IQRF network through the SPI interface. Click on the IQRF
interface in the Configuration menu, then click on the available SPI interface (in the picture below it
is marked with number 1) and save the configuration by clicking on the Save button.

http://localhost/en/config/iqrf

IQRF Gateway Dashboard teway Configuration « ervice JRF Net « ids

Main configuration

Tracer (e
Dashboard QR reerace |

UDF Interace

MQTT interface

MQ interface

Gateway

w information about gateway

Configuration Scheduler

Edit configuration Base services

IQRF App
Service

Control daemon service

IQRF Net

control IQRF network

Clouds

Control cloud services
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IQRF interface

IQRF interface

fevispideu? 0

DpaHandler Time out

CommunicationMode

| 3
Available interfaces

SPI

fdewfsphdes2 0
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2.5.2 Restart IQRF Gateway Daemon
Restart the IQRF Gateway Daemon by clicking on Restart in the Service menu. You can see here
that the daemon has been restarted.

http://localhost/en/service

IQRF Gateway  Dashboard ateway - RF Net ~ ids -

Service

Start

Start IQRF Daemon senvice.

Stop

Stop IQRF Daemon service.,

Restart

Restart IQRF Usemon senvice

Status

Get status of IORF Daemon senvice,

2.6 Node.js

2.6.1 Install Node.js

Now install the Node.js. This is done by a set of commands you copy and paste one by one into the
terminal.

cd /home/ubilinux

git clone https://github.com/igrfsdk/iot-starter-kit.git

cd iot-starter-kit/install 4 Enter ubilinux a a passwor

sudo cp etc/Isb-release-debian

/etc/Isb-release sudo apt-get install

curl
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curl -sL
https://deb.nodesource.com/setup_6.x |
sudo -E bash - sudo apt-get install nodejs

sudo cp etc/Isb-release-ubilinux /etc/Isb-release

2.7 Node-RED

2.7.1 Install Node-RED
Now install Node-red. Copy the two prepared commands and paste them into the terminal.

sudo npm install -g --

unsafe-perm node-red

sudo npm install -g

pm2

2.7.2 Start Node-RED
Run Node-RED with these two commands.

cd /home/ubilinux

pm2 start /usr/bin/node-red

2.7.3 Add Node-RED dashboard

Now create a Node-RED dashboard environment.

In the internet browser of the UP board, enter the localhost address with the port 1880 and select the
Manage palette item from the menu. Find the node-red-dashboard and install it.

http://localhost:1880
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2.7.4 Run loT-Starter-Kit flow

Run the prepared example for the UP-IQRF loT Starter Kit. The acquired data will be visualized in the
dashboard and the two relays can be controlled by using buttons.

cd /home/ubilinux/iot-starter-kit/install

cp up-board/node-red/*

/home/ubilinux/.node-red

pm2 restart node-red

2.7.5 Allow Node-RED to run after reboot

Use these prepared commands to set up Node-RED to start automatically after switching on the UP
board.

p
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sudo env PATH=$PATH:/usr/bin /usr/lib/node_modules/pm2/bin/pm2 startup systemd -u
ubilinux --hp
/home/ubilinux

2.7.6 Confirm Node-RED is running
Verify that Node-RED is running.
systemctl status pm2-ubilinux

ubilinux@ubilinuxd:~/iot-starter-kit/install$ systemctl status pm2-ubilinux
pm2-ubilinux.,serv - PM2 process managel

Loaded: loaded (/etc/systemd/system 2-ubilinux.service; enabled; vendor preset: enabled)
Active: active | 19 017-12-12 18:36:38 UTC; 12s ago

Docs: https://p
Hain PID: 25 F. 1 God)
CGroup: em.slice/p bilinux.service
: God Daemon (/home/ubilinux/.pm2)

2.7.7 Check Node-RED dashboard

Now you need to connect the IQRF network to the UP board.

Caution: The IQRF transceiver can be plugged/unplugged into/from the SIM connector on the IQRF
SPI board (adapter) while powered off only. If you haven’t done it yet, insert the IQRF coordinator
to the IQRF SPI board and turn on the UP board.
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Check the dashboard at the localhost address with the port 1880/ui. If you have your IQRF
network with the sensor and relay kit ready, you can see the measured values on the
dashboard and switch the relays on and off.

http://localhost:1880/ui

2.7.8 Check Node-RED flow

At the localhost address, port 1880, the Node-RED administration environment can be used to
modify your flows and dashboards.

http://localhost:1880
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2.8 Test the functionality

2.8.1 Send DPA Packet

Verify the functionality of controlling the IQRF network from the web application. Click on the
Send DPA Packet in the IQRF Net menu and select any command here, such as turning on the red
LED on the coordinator. You can also modify the command.

http://localhost/

en/igrfnet/send-
raw

il ) . E

Send DPA packet

DPA packet

Owr

DPA timeout (ms)

You can easily double check that the command
has been executed.
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2.8.2 Inspect JSON messages between Node-RED and IQRF Gateway Daemon

Check up the DPA commands in JSON format running between Node-RED and the IQRF Gateway
Daemon.

Listen for all JSON DPA RAW Requests:
mosquitto_sub -t Iqrf/DpaRequest

Listen for all JSON DPA RAW Responses
mosquitto_sub -t Iqrf/DpaResponse

Insert the command into the terminal to observe the ongoing communication.

ubilinux@ubilinux4:~/1ot-starter-kit/install$ mosquitto sub -t Iqrf/DpaRequest
ctype":"dpa","type":"raw", "request":"01.00,5e.01,ff,ff,ff.ff.ff,ff","timeout" :1000}

\
1"ctype”:"dpa”, "type":!"raw", "request": 81.00,5 . 01.ff.ff.ff.ff. ff. ff", "timeout” : 1000}

2.9 Check more examples
cd /home/ubilinux

git clone https://github.com/iqrfsdk/iqrf-
daemon-examples.git cd igrf-daemon-

examples

2.10 Summary

We made an IQRF Gateway from an UP board. Be sure you can control your IQRF network from
the UP board — see chapter 8. Apparently, you can connect this gateway to any cloud solution
such as Microsoft Azure, IBM Cloud Platform, Amazon Web Services or anything else. How to do
that, is the topic of the following part.
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UP-IQRF loT Starter Kit—Part 3:

Connectto the cloud— AWS loT

The loT Starter Kit is designed in the way to be connectable to different clouds via bidirectional
MQTT channel. So, you can collect, store, process and visualize data in a cloud or you can send
your commands to the IQRF network remotely. In this part, we will configure the UP board to
communicate with the Amazon Web Services (AWS) through the MQTT channel.

3.1 Local network

Connect your UP board to your local network so it can obtain an IP address using DHCP. In the
following steps, you will enter this address into your web browser on your computer (which is in
the same local network as the UP board) and configure your gateway through the IQRF Daemon
Web application.

ng

(S R 15t g
DSOS BUSHCSIRS
S S

9 e
o )
PRCREO
@ PN ey
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3.2 Amazon Web Services account

First, create an Amazon Web Services account (aws.amazon.com). You must fill in your personal
or company data and add your credit card details. Your credit card will be used for payments in a
case you exceed the limits of the selected services.

Pricing Getting Started Documentation Software Support Customen Partnens More ~ My Account =

ver, Oata

Start Building on AWS Today st ol

aWS g v

) Amazon Web Services Sign Up
Create a new AWS Account

AWS account name

AWS Accounts Include
Calion piiiiiost 12 Months of Free Tier Access

Including use of Amazon EC2,
Amazon S3, and Amazon DynamoDB

Sygn @ 8 exutng AWS accoust Vist dwl amason comnfres for Iull offer larms
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3.3 Set up the connection
To set up the connection between AWS and your UP board, you need to do some configuration

steps on both sides. In Services, in the Internet of Things section of AWS, you will find AWS loT.

Note: the environment of AWS may look different because of often changes and its personalization.
This guide shows the status of March 2018. You need to look for appropriate items to configure the
MQTT connection.

' Services ~ Resource Groups ~ *

AWS services
|

v Recently visited services

s AWS 107 : Biling
v All services ‘ Click on AWS loT
% C % D 1 & astof TH
ompute ¢ Developer Tools é /internet o ngs
[’ e g P2 Soper 3 2lA /Intern Thing
EC2 CodeStar
EC2 Comainer Setvice CodeCommit o OIEenNgrass
Lightsall 7 CodeBuid
Elasthic Beanstalk CodeDeploy ’ X
% 6 3 Contact Center
| amhaia CoePineding oA

Click on Get started in the Onboard section. You will register your device, download the
connection kit, and configure and test the connection with your device.

ul 1/'7 ) \
o },-/) Select the
1’ Onboard~ 'w Onboard P
section | < e g
/ \rs'Se? |
\
Yoy

ﬂ

Configuring a device

( ) Connect a device or your computer to AWS
Click on loT using the connection wizard for AWS loT
Get started Device SDKs.
\ R

=
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Set up how you will be connected to the AWS loT. Select the Linux operating system and Node.js as
the AWS loT Device SDK.

How are you connecting to AWS loT?

Select the platform and SDK that best suits how you are connecting to A

Choose a platform

Linux/OSX m

Windows >

Choose a AWS loT Device SDK

Enter the name of your connected device.

Note: You can choose your own name. In that case in later steps, you need to use the given name.

Register a thing

STEP /3

A thing is the representation and record of your physical device in the cloud. Any physical Choose an existing thing instead?
device needs a thing to work with AWS loT. Creating a thing will also create a thing shadow.

N e
IQRF_Gateway]

Name your
device

<

Show optional configuration (this can be done later) ~
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Download the connection kit to get a certificate and keys for a secure MQTT connection.

Download a connection kit

STEP 2/3

The following AWS loT resources will be created:
A thing in the AWS loT registry IQRF_Gateway

A policy to send and receive messages IQRF_Gateway-Policy Preview policy

The connection kit contains:

A certificate and private key IQRF_Gateway.cert.pem, IQRF_Gateway.private. key
AWS loT Device SDK Mode.js SDK
A script to send and receive messages start.sh

Before your device can connect and publish messages, you will need to download the connection kit.

Download connection kit fio

Linux/05X
I:]

Save and unzip this file to your computer. Store the certificate and the keys for further use.

Download
connection kit

&« v P » > iot-starter-kit > aws v O b

= @

-V

File name | connect_device_package.zip R |

| save | cancel |
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After the saving process, go to the documentation.

.29

¢ o Learm more
Received messages from the device
{
\¢
Want to learn more about the components of AWS loT?
Try the interactive overview

Explore other parts of AWS loT

See all of your things

"{Ei}‘ _ Learn about policies
8|S

L/f Go to the
Dive into the documentation documentation
\

. —

Here, look up the Download root CA string. Search in the Entire site to be sure to find it.

= Menu dWs

\-/—7

AWS loT Q

Developer Guide In the entire

site look up the
Downolad root CA

. | | /v
2} ppl

£ What Is AWS loT?
_J How AWS loT Works

£ Getting Started with AWS loT
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In the search results, find the article Using the AWS loT Embedded C SDK. The number of records
in a search result can exceed the page limit so you need to go through more pages.

=== hitp://docs.aws.amazon.com/iot/latest/developerguide/verity-pub-sub.html | Documentation

AWS Documentation &gt; AWS IoT &gt; Developer Guide &gt; Quickstart for AWS IoT

D Upgrade Client Software to 5.4 - AWS CloudHSM

http://docs.aws.amazon.com/cloudhsm/latest/userguide/client-5_4.html | Documentation

Learn how to upgrade the Luna SA client software to version 5.4.

\

AWS Greengrass Security - AWS Greengrass —_
n

Using the AWS loT Embedded C SDK

//\ =

— M Using the AWS IoT Embedded C SDK - AWS IoT
=1 http://docs.aws.amazon,com/iot/latest/Beveloperguide/iot-ambadded-c-sdk.html | Documentation
=)

http://docs.aws.amazon.com/greengrass/latest/developerguide/gg-sec.html | Docu

AWS Greengrass Security

Download the AWS IoT Device SDK for C from the following GitHub respository: Before you can use the AWS
IoT Embedded C SDK, you must download all required third-party libraries from GitHub.

Setting Up an AWS Greengrass Core Device - AWS Greengrass

httn://drre swse amavan raminrcannraccllstactidavalnnarmniidalnn-catuin html | Narumantatinn
Here you can find the root certificate.

Using the AWS loT Embedded C SDK

Set Up the Runtime Environment for the AWS loT Embedded C SDK
1. Download the AWS loT Device SDK for C from the following GitHub respository:
git clone https://github.com/aws/aws-iot-device-sdk-embedded-C.git -b release

2. Before you can use the AWS loT Embedded C SDK, you must download all required third-party libraries from GitHub. You can fi
deviceSDK/external_libs folder.

Sample App Configuration Root CA certificate

The AWS loT Embedded C SDK includes sample apps for you to try. For simplicity, we arg g to run subscribe_publish_sample,
1. Copy your certificate, private key and root CA certificate into the devicesDr/g«fts directory.

opy the root CA text from the browser, paste it ir

-

If you did not get a copy of the root CA certificate, you can download|
deviceSDK/certs directory.
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Copy the string to a text file and save it as rootCA.pem to the directory with other certificates on your
computer.

Note: You can choose your own name. In that case in later steps, you need to use the given name.

MIIEOzCCATugAwWIBAQIQGNrRniZS6LtKIViNzGs7SiANBgkghkiGOSwOBAQUFADCEB

vIELMAKGALIUEBhMCVVMxFzAVBgNVBAOTD1Z1cmlTaWduLCBJbmMuMRSwHQYDVQQL

ExZWZXJpU21nbiBUcnVzdCBOZXR3b3JrMTowOAYDVQQLEZEoYykgMijAwWNiBWZXJp

U21nbiwgSprF<terRf—m—inlaun-R3JpenVkIHVZZSBvbmx SMUUWQWYDVQQDE ZxXW

ZXJpU21 Sa . BQ: XVO
ve the strin -

aG9yaXRSs g Awl | | IQRF_Gateway.cert.pem 4EL

to a text file to = %
MAKGA1UE : XZW
zxJpu21nt the directory with other &) IQRF_Gateway.private.key 121n

biwgSW53 certificates | IQRF_Gateway.public.key 'XJp
U21nbiBD = === mlt LJIOUKJ\pﬂh 1Goy
aXRSICOgRzUwggEiMAOGCSqgGSIb3DQEB!: & startsh Xol
nmAMqudLO07cfLw8RRY7K+D+KQLSVwi]. bex
tOuz/09+B1£fs70PbZmIVYcOgDaTY3vigw2IIPVQT60nKWVSFJuUrjxufé6/Whkciz
SdhDYZ2pSSOKP6HBRTAGJaXvHcPaz3BJ023tdS1bT1r8VAeGwOKI18g8ckmcYSEQG
BO+QueQASNOG6tRN/ArrOP07gi+831i+20162zy9vA9r911kTMZHRXAY3QkGSGT2RT+
rCpSx4/VBEnkjWNHiDxpg8v+R70rfk/F1la40ndTRQ8Bnc+MUCH71P592zubDMKz10/
NIeWiuST6CUVAgMBAAGIgbIwgaSwDwYDVROTAQH/BAUWAWEB/zAOBgNVHQSBALSE
BAMCAQYwWbQYIKwYBBQUHAQWEYTBfoV2gWzBZMFcwVRYJaW1lhZ2UvZ21mMCEwHZAHR
BgUrDgMCGgQUj +XTGoasjYSrw8+AatRIGCx7GS4wJRYjaHROcDovL2xvZ28udmVy
aXNpZ24u¥29tL3ZzbGOnbySnaWYwHQYDVROOBBYEFH/TZafC3ey78DAJSOMS+gKv
MzEzMAOGCSqgGSIb3DQEBBQUAA4IBAQCTIJEoWX2LP2BqYL2z3q3JktvXE2pXkiC0zZE
p6B4EqQliDkVwZMXnl2YtmAl+X6/WzChl8gGqgCBpH3vnS£JJaCGkgDdk+bW48DWT7Y
SgaRQBiS+MHt39tBquCWIMnNNZBU4gcmU7gKEKQsTb47bDNO1Atukix1EOKFEBW1K
WE9gynéCagsCqgiUXObXbf+eEZSqVir2G316BFoMtEMze/aiCKmOoHWOLXOXnGiYZ
4fQRbxC11£fznQgUy286dUV40tp6F0lvvpX1FQHKOtwSrDgb7MzVIcbidJ4vEZVEN
hnacRHr21Vz2XTIIM6RUthg/aFzyQkqFOFSDX9HoLPKsEdao7WNg

>

(0]

mmmmmmg

~+ o ® 3 5 0 0O

ed successfully is shown automatically after finishing the process of configuring a device.
Next, click Done.

Connected successfully

A device was connected to AWS loT by performing some tasks in AWS loT and on the device.

o po—

Registered a thing to represent a device in AWS loT

~—

rf E‘:Io Set up security for the device using a certificate and policy T
i

° Learn more

Used a device SDK to connect a device to AWS loT

(V]

3 Received messages from the device

Leam moce

Click Done

Want to learm more about the components of AWS loT?
Try the interactive overview
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In the Settings, note the name of your endpoint because you will need it for the UP board

BFVS Services Resource Groups + *
&p aws o1 Settings
ENABLED

@ . Custom endpoint

)

D This Is your custom endpoint that allows you to connect to AWS loT, Each of your Things has a REST API avallable at this endpoint. This is alsc

P Your endpoint is provisioned and ready to use. You can now start to publish and subscribe to topics.

! o

i Endpoint X

‘ ! Note the name of Endpoint

;L:j 22433063 weth60 50t eu-central.l tmu?n\l com ‘J;—\\_ i,

&

A

e 1 DISABLED
You can enable AWS loT to log helpful information to CloudWatch Logs. As messages from your devices pass through the message broker arnk
View all Cloudwatch Logs

G
Role
Click Settings
- Level of verbosity
.5
| DISABLED
@) /

@ sounm [ e |

)
L

configuration.

Files rootCA.pem (root certificate), IQRF_Gateway.private.key (private key file), and
IQRF_Gateway.cert.pem (certificate file) should be already unzipped. We will transfer them to the
UP board through the IQRF Gateway Daemon web application.

In the web browser on your computer, insert the IP address of your UP board, and login to it as admin
with the password igrf. Ask your network administrator how to find out your IP address or you can
use common network tools. In the IQRF Gateway Daemon web application, click on the Amazon
AWS item in the Clouds menu.

192.168.2.10/e
IQRF Gateway Dashi aleway - 5 tion « IR Net » Clouds -
Microsoft Azure
Dashboard Inteliments IntehGlue
Gateway
Show information about gateway

Configuration

ét confquration

Senice

Control daemon semice

IORF Net

Contro

Clouds

Control Cloud seraces
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Enter the name of the Endpoint (find it in Settings of your AWS loT). Select rootCA.pem as a Root CA
certificate, IQRF_Gateway.cert.pem as a Certificate and IQRF_Gateway.private.key as a Private key
file. Save the configuration.

Note: If you named your virtual device in AWS with a different name, the names of files contain this
name instead of
IQRF_Gateway.

Add new MQTT interface

Endpoint

aZ4asob3Iwelbe0 ot eu-central-1.amazonaws. com

ey

Root CA certificate -~ Select rootCA.pem file

—.___ i .
ice _packag Prochazet .
Certificate e

IDRF_G&lewar.cert.pem}—DnJ

-\.\__H_.I

Select IQRF_Gateway.cert.pem
- certficate file

Private key ~

"
EF_Gateway_pmale,xe-,-l e, Select IQRF_Gateway.private. key
”“-] - private key file _

Inspect the new MQTT interface for AWS.

MQTT interface

Name Broker Client 1D ru" Sled  Edit Remove

( Edit the MQTT interface for AWSW
. )

MgitMessaging ! p/i127.0.0 1.1883 Local-app JL‘/ v 7 x

IQRF -GW-lest v v 7’ b l

l MqltMessaging?

Agd
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The address of the endpoint goes after the SSL protocol and at the end of Broker address is the port
number 8883.

Igrf/DpaRequest is set as the topic for commands and Iqrf/DpaResponse is set as the topic for
responses.

Edit MQTT interface

Harme

MqtiMessaging2 I S J Name of the MQTT interface ]
=

# Enabled

Broker address __‘."

551 BaZdasobIwelbs0 ot eu-central-1 um;n.-:uml'r.i-.ultbs;i M Endpﬂil‘lt name and pl.'.ll't
N .,

Client ID

——
IQRF -GW-test |"—.

Client ID

Persistence !

Qos

Q03 1 - Al keas] once

Toplc for requests

=
IgriDipaRequeest —
I RS I‘ | Commands

Topic for responses

" e L
Igri’T Hies S =i
| el I | Responses

User \

Passwaord

& Enable TLS
Keep alive interval

20

Note: your files and name of the endpoint may differ from the names shown in the pictures.
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There are the timeout, the minimum, and maximum connections set, and the path to the
uploaded files that set up a secure connection between the gateway and the cloud. Check the
Enable server certificate authentication item.

Connect timeout

]

Min reconnect

Trust store

-~

| Jetchqri-daemon/cens/2018-02-08T1 7 18:08+0100aws-ca crl I‘ : j path to uploaded rootCA.pem file

-

Key store
.--f- )
l leleign-daemon/cens/2018-02-08T17:18:08+0100-aws.crt |"-' | path to uploaded IQRF_Gateway.cert.pem file ]
e

Private key

el ” =
I leteigr-dacmonicens/2018-02-08T17, 18:08+0100-aws Key I_ B L path to uploaded IQRF_Gateway.private.key file ]

Private key password
Enabled cipher suites

kA Enable server certificate authentication

Restart IQRF Gateway Daemon. After restarting, check the at the status of the UP board if the
selected services are running.
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IQRF Gateway Dashboard Gateway - Configuration - IQRF Met = Clouds ~

Service

Start
Start IQRF Daemon Semnvice

Stop
Stop IQRF Daemon service

# -

Restart == Restart the senrJ:eJ
Restart IRRF Daemon service &

Status
Get status of IQRF Daemon service

3.4 Test the connection

In the web browser on your computer, in AWS IoT, click Test. Enter the Iqrf/DpaResponse to
the Response topic to retrieve the gateway responses and click on Subscribe to topic.

Services +  Resowurce Groups ~ *

4y aws o7 MQTT client @

(e

L= St e

[

&

o _'Inubﬂrlbﬂ Eopl

I s Subscribe

- Pubslish to & topic Darvics pasbiind MO TT rraussges on topecs. Vou Can uss this client to wbacribe 1o 3 topsc snd recelss thess meages

ih )
-
B L Click Test and then Subscribe to a to

Subscription topic

| Ih-fmp-am- I"_—L Insert the topic for responses j b | Subasribe b tople

ic
L " ) Max mesasge capture (3

To send commands from the cloud to the gateway, set the Iqrf/DpaRequest as the topic for

Iqrf/DpaResponse

Subscribe to a topic

Publish Insert the topic for requests
Publish to a topic Specify a topic and a messa /ﬁblish with a QoS of 0.
Igqrf/DpaRequest I
l Iqrf/DpaResponse x

requests. The gateway will expect commands in this topic.
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Insert a DPA packet in the JSON format into the text box and click on Publish to topic. In our
example, we sent a command to turn on the red LED on the coordinator.

"msgid":
"1510754
980",
"request"

"00.00.06
.O1.FF.FF"
"request_
tS": Illl’
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"confirma
tion":

nn
’

"confirma
tion_ts":

nn
’

"response

n, un
’

"response_ts":
}
In the “request” item, you can insert other DPA commands for the network control and

monitoring. You can find these commands in macros for the loT Starter Kit or you can set them up
in the Terminal window in the IQRF IDE.
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Examples:
= Collecting all sensoric data from the Node #1 with the connected DDS-SE kit:

{"ctype": "dpa","type": "raw","msgid": "1510754980","request":
"01.00.5E.01.FF.FF.FF.FF.FF.FF","request_ts": "","confirmation": "","confirmation_ts":

,"response": "","response_ts": ""}
= Turning on both relays on the Node #2 with connected DDC-RE kit:

{"ctype": "dpa","type": "raw","msgid": "1510754980","request":
"02.00.4B.00.FF.FF.0C.00.00.00.01.01","request_ts": " "confirmation":

,"confirmation_ts": "","response": "","response_ts": ""}
= Getting temperature from Node #3:

{"ctype": "dpa","type": "raw","msgid": "1510754980","request":
"03.00.0A.00.FF.FF","request_ts": "","confirmation": "","confirmation_ts":

,"response": "","response_ts": ""}

For more information about macros and the IQRF network read the 10T Starter Kit — Part 1: Build your
IQRF network.

We can see that the gateway picked up and executed the command and sent a confirmation with "No
Error" into the lqrf/DpaResponse topic.

Spacify @ o anad & massage o pabiish with & QoS of O
=

DPFA command in JSON format r

Export  Hi
igrf fDpaResponse W 21, 2017 B:30°52 AM +0100 -

~

Response

o

We can visually double check the result of this command. The red LED turned on.
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| wan:

3.5 Summary

The bidirectional communication between the IQRF network and the Amazon Web Services is up
and running. Now it’s just up to you to use it for your own loT solution. In the next parts, we will
show you how to add other sensors and actuators of our industrial partners (CO; sensor, wirelessly
controlled power socket etc.).

From factory, IQRF transceivers have the following default settings: TX power: 7, RX filter: O, RF
channel A: 52. With these settings (TX power, RX filter), an area of 500 m radius in open space can be
covered with the wireless IQRF signal.
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